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a b s t r a c t 

Complex systems, such as infrastructure networks, industrial plants and jet engines, are of paramount importance 

to modern societies. However, these systems are subject to a variety of different threats. Novel research focuses 

not only on monitoring and improving the robustness and reliability of systems, but also on their recoverability 

from adverse events. The concept of resilience encompasses precisely these aspects. However, efficient resilience 

analysis for the modern systems of our societies is becoming more and more challenging. Due to their increasing 

complexity, system components frequently exhibit significant complexity of their own, requiring them to be 

modeled as systems, i.e., subsystems. Therefore, efficient resilience analysis approaches are needed to address 

this emerging challenge. 

This work presents an efficient resilience decision-making procedure for complex and substructured systems. 

A novel methodology is derived by bringing together two methods from the fields of reliability analysis and 

modern resilience assessment. A resilience decision-making framework and the concept of survival signature 

are extended and merged, providing an efficient approach for quantifying the resilience of complex, large and 

substructured systems subject to monetary restrictions. The new approach combines both of the advantageous 

characteristics of its two original components: A direct comparison between various resilience-enhancing options 

from a multidimensional search space, leading to an optimal trade-off with respect to the system resilience and a 

significant reduction of the computational effort due to the separation property of the survival signature, once a 

subsystem structure has been computed, any possible characterization of the probabilistic part can be validated 

with no need to recompute the structure. 

The developed methods are applied to the functional model of a multistage high-speed axial compressor and 

two substructured systems of increasing complexity, providing accurate results and demonstrating efficiency and 

general applicability. 
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. Introduction 

In today’s highly developed societies, complex systems, such as in-

rastructure networks, industrial plants and jet engines are both ubiq-

itous and of paramount importance to the functioning of these mod-

rn societies. It is evident that these systems are exposed to a variety of

armful influences of natural, technical and anthropogenic origin. At the

ame time, as Punzo et al. highlight in [1] , “It is an undeniable fact that

odern day systems are more integrated, more interdependent, evolve

t faster pace and, in a word, are more complex than the systems of

he previous century [... ] ”. Considering this high and increasing system

omplexity, it is impractical to detect and prevent all potential negative
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mpacts. Therefore, it is essential that new developments in engineering

ocus not only on monitoring and improving the robustness and reliabil-

ty of systems, but also on their recoverability after adverse events [2] .

he concept of resilience encompasses these aspects: analyzing and opti-

izing robustness, reliability and recovery of systems, from a technical

nd economic perspective [3–5] . Applying resilience to engineered sys-

ems leads to a paradigm shift. Secure systems cannot solely rely on

trategies to prevent failures, but must include strategies for efficient

ecovery in the event of failure as well, see, e.g., [6,7] . 

In engineering, the concept of resilience has steadily gained popular-

ty in recent years [1,8,9] . The notion of “resilience ” appears in various

elds such as ecology, economics, and psychology, as well as in the
ctober 2022 
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ontext of mechanical systems, and is derived from the Latin word “re-

ilire, ” which means “to bounce back. ” The concept of resilience was

rst introduced by Holling in the field of ecological systems [10] . Al-

hough several other definitions by various scientists followed, most of

hem have certain key aspects in common that were already captured by

olling’s early definition [11–15] . In [16] , Ayyub provides a literature

eview and develops a comprehensive definition of resilience in the con-

ext of complex systems based on the content of the Presidential Policy

irective (PPD) on critical infrastructure security and resilience [17] .

is definition provides a solid foundation for quantifying resilience. 

Numerous options exist for improving the resilience of complex sys-

ems. However, resources are not unlimited and resilience cannot be

ncreased at will. Therefore, it is essential not only to be able to dis-

inguish and weigh between a variety of different resilience-enhancing

easures, but to also consider their monetary aspects [18,19] . In [20] ,

alomon et al. present a method for identifying the most cost-effective

llocation of resilience-enhancing investments by merging the resilience

etric of [21] and an adaptation of the systemic risk measure of [22] .

heir approach allows for a direct comparison of the effects of hetero-

eneous controls on the resilience of a system over an arbitrary time

eriod in a two-dimensional parameter space. 

Additionally, current research in the context of resilience focuses on

mproved resilience quantification measures, as proposed in [23] , and

verarching frameworks for stakeholder decision-making, e.g., for trans-

ortation networks in the presence of seismic hazards [24] . For a com-

rehensive literature review on resilience assessment frameworks that

alance resources and performance, see [25] . Other researchers recently

tudied the complexity of realistic infrastructure systems, failure conse-

uences, recovery sequences, and varying external effects. In [26] , for

xample, the authors revealed the vast complexity of modern critical in-

rastructures and their multi-factorial nature as cyber-human-physical

ystems and studied appropriate modeling and resilience analysis ap-

roaches. Further, the works [27] and [28] are concerned with the ef-

ects on decision-making when considering stakeholder preferences or

nhancement and recovery strategies. External effects and challenges

rising from climate change were studied in the context of resilience,

.g., in [29] . 

Various technical and infrastructural systems in today’s society are

arge and complex in nature. In particular, when system components

ave such complexity that they themselves need to be modeled as sys-

ems, so-called systems of systems [30,31] , resulting in a significantly

igh number of components. This is in accordance to Batty, who high-

ights “A very simple definition of a complex system is ‘a system that

s composed of complex systems ”’ [32] . As each of the subsystems af-

ects the top-level system under consideration, this causes a significant

ncrease in computational effort for system analysis and constitutes a

ajor challenge [33,34] . Therefore, it is particularly important to have

ools capable of efficiently assessing all three resilience phases. Typi-

ally the reliability phase involves the most system evaluations, in par-

icular when various different system configurations need to be assessed

hat have an impact on the probability structure of the subsystems and

hus on the overall system. Therefore, a particularly efficient analysis

pproach is required for this phase. 

An efficient approach to modeling the reliability of systems with

ultiple component types is provided by the concept of survival signa-

ure, introduced and discussed in [35,36] by Coolen and Coolen-Maturi.

ts major benefit over conventional approaches is the separation of the

ystem structure from the probabilistic properties of the system compo-

ents. Once the system structure has been analyzed, any possible proba-

ilistic characterization can be tested without having to reevaluate any

ystem states. Consequently, this approach reduces the computational

ost of repeated model evaluations typically required in design and

aintenance processes [37] . Current research is focused on multi-state

omponents [37] , common cause failures [38] , multiple failure modes

nd dependent failures [39] , approximation techniques for large sys-

ems [40] and reliability analysis in consideration of imprecision [41] . 
62 
In this paper, theoretical fundamentals are summarized and the

esilience decision-making method introduced in [20] is extended to

ultidimensional parameter spaces. Next, a novel and encompassing

ethodology is developed, consisting of its two major ingredients, the

xtended resilience decision-making method and the survival signature.

his allows for an efficient and multidimensional resilience analysis

f complex, large and substructured systems. The extension and novel

ethodology are then applied to a functional model of a multistage

igh-speed axial compressor, an arbitrary complex system as well as

he U-Bahn and S-Bahn system of Berlin, to prove general applicability.

. Resilience decision-making 

Assessing the resilience of complex systems subject to technical or

onetary constraints requires a sophisticated methodology to efficiently

erive optimal decisions. In [20] , Salomon et al. propose a versatile ap-

roach with three key elements, including a metric for resilience quan-

ification, an adapted systemic risk measure, and a grid search algorithm

hat increases computational efficiency. 

.1. Resilience quantification 

A suitable quantitative measure of resilience is a fundamental prereq-

isite for assessing resilience in engineering. In [8,42,43] , the authors

rovide a comprehensive overview of resilience metrics in a systemic

ontext. While Bergström et al. emphasize the general concept of re-

ilience in the current literature as a critical link between increasing

omplexity of systems and their risk [8] , Sun et al. focus on resilience

f infrastructures and highlight the close link between resilience and

unctionality respectively performance measures [43] . Hosseini et al.

roposed a general scheme for categorizing resilience quantification ap-

roaches [42] . In summary, performance-based resilience metrics are

ost widely used. These determine the resilience of a system by com-

aring its performance before and after a destructive event. Further sub-

ategories relate to time in-/dependence and characterization as deter-

inistic or probabilistic processes. 

According to [44] and [42] , performance-based and time-dependent

etrics are capable of considering the following system and transition

tates before and after a disruptive event: 

• The original stable state, i.e., the duration until a disruptive event

occurs, relying on the reliability of the system. 

• The system vulnerability, represented by a loss of performance after

the occurrence of a disruptive event and the robustness counteract-

ing the vulnerability and mitigating this performance loss. Both are

governed by degradation characteristics of the system components. 

• The system recoverability, characterized by the disrupted state of

the system and its recovery to a new stable state. 

An illustration of these phases and transitions is shown in Fig. 1 . The

erformance level of the new stable state might differ from the perfor-

ance level of the original state. 

The area of performance loss between original and new stable state

n Fig. 1 refers to the well-known principle of “resilience triangle ” in-

roduced by Bruneau et al. [45] , as illustrated in Fig. 2 . In their work,

runeau et al. proposed a time-dependent, performance-based, and de-

erministic metric for resilience loss of a community due to seismic dis-

sters as follows. Let 𝑡 0 be the time a disruptive event occurs and 𝑡 1 
e the time of completed recovery. Further, 𝑄 ( 𝑡 ) denotes the quality of

he community infrastructure at time 𝑡 , specifying the type of system

erformance. Then, the metric is defined as: 

 𝐵𝑟 = ∫
𝑡 1 

𝑡 0 

[100 − 𝑄 ( 𝑡 )] 𝑑𝑡. (1)

ote that the system performance is compared with a time-independent

deal performance of 100 in the considered interval of performance loss.
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Fig. 1. In the evolution of a system before and after the impact of a disruptive event, different phases can be distinguished: (i) the original stable state, (ii) disruptive 

impact, vulnerability, robustness, (iii) disrupted state and recovery; adapted from [44] . 

Fig. 2. Resilience triangle; adapted from [45] . 
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he approach forms a strong basis for several, later proposed metrics in

arious contexts, see [46–48] . 

In [20] , Salomon et al. utilize the probabilistic and time-dependent

etric developed by Ouyang et al. [21] . The metric is defined as the

xpected ratio of the integral over the actual system performance 𝑄 ( 𝑡 )
rom 0 to a given time 𝑇 and the corresponding integral of a target

ystem performance  𝑄 ( 𝑡 ) over the same time interval: 

𝑒𝑠 = 𝐸[ 𝑌 ] , (2)

here 

 = 

∫ 𝑇 0 𝑄 ( 𝑡 ) 𝑑𝑡 

∫ 𝑇 0  𝑄 ( 𝑡 ) 𝑑𝑡 
. (3)

hereby, the system performance 𝑄 ( 𝑡 ) is a stochastic process. The target

ystem performance  𝑄 ( 𝑡 ) can be generally considered as a stochastic

rocess as well, however, for simplicity,  𝑄 ( 𝑡 ) may be assumed as a

on-random and constant quantity  𝑄 . Assuming that the actual system

erformance does not exceed the target performance, the metric takes

alues between 0 and 1. For 𝑅𝑒𝑠 = 1 , the system performance is equal to

he target system performance, while 𝑅𝑒𝑠 = 0 indicates that the system

s not functioning during the entire period under consideration. 
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.2. Adapted systemic risk measure 

In [22] , Feinstein et al. proposed a general approach to measuring

ystemic risk, e.g., pursued in finance [49] . In [20] , this risk measure

as adapted and extended for the application to engineering systems

s summarized in this section. The adapted systemic risk measure com-

rises a descriptive input-output model and an acceptance criterion that

epresents normative resilience standards of a regulatory authority. 

Let a system be given with 𝑚 components 𝑖 ∈ {1 , … , 𝑚 } of type 𝑘 𝑖 ∈
1 , 2 , … , 𝐾} ⊆ ℕ with 𝑒 properties that influence the system performance

 ( 𝑡 ) . These properties, hereafter referred to as ”endowment properties ”,

ffect system resilience and can be improved through capital allocations.

hen, the component 𝑖 is characterized by 

𝒂 𝑖 ; 𝑘 𝑖 
)
= 

(
𝜂𝑖 1 , 𝜂𝑖 2 , … , 𝜂ie ; 𝑘 𝑖 

)
∈ ( ℝ ) ( 1×𝑒 ) × ( ℕ ) , (4) 

here ( 𝜂𝑖 1 , 𝜂𝑖 2 , … , 𝜂𝑖𝑒 ) are the numerical values of the 𝑒 relevant endow-

ent properties. Consequently, the entire system can be described by a

uple, consisting of the matrix 𝑨 ∈ ℝ 

( 𝑚 ×𝑒 ) and the column vector 𝒛 ∈ ℕ 

𝑚 

hat captures the component types: 

 𝑨 ; 𝒛 ) = 

⎛ ⎜ ⎜ ⎜ ⎜ ⎝ 
𝜂11 𝜂12 ⋯ 𝜂1 𝑒 ; 𝑧 1 
𝜂21 𝜂22 ⋯ 𝜂2 𝑒 ; 𝑧 2 
⋮ ⋮ ⋮ ⋮ 
𝜂𝑚 1 𝜂𝑚 2 ⋯ 𝜂𝑚𝑒 ; 𝑧 𝑚 

⎞ ⎟ ⎟ ⎟ ⎟ ⎠ 
. (5)
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he system under consideration is defined via a descriptive, non-

ecreasing input-output model 𝑌 = 𝑌 ( 𝑨 ; 𝒛 ) that is specified by this tuple

nd relates endowment properties to system performance. With respect

o Eq. (2) , the model output is specified as 𝑌 = 𝑌 ( 𝑨 ; 𝒛 ) dependent on the

urrent endowment allocation ( 𝑨 ; 𝒛 ) . 
Further, consider the following specific acceptance set 

 = { 𝑋 ∈  ∣ 𝐸 [ 𝑋 ] ≥ 𝛼} (6)

or a normalized model output 𝑋 and its expected value 𝐸[ 𝑋] with 𝛼 ∈
0 , 1] . Correspondingly, the risk measure is defined as 

 ( 𝑌 ) = 

{
𝑨 ∈ ℝ 

𝑚 ×𝑒 ∣ 𝑌 ( 𝑨 ; 𝒛 ) ∈  

}
, (7)

hat is the set of all endowment property allocations 𝑨 such that the

ystem reaches a resilience value greater or equal to 𝛼. 

In practice, it might be necessary to impose structural restrictions

n the matrix in Eq. (5) . For example, consider the case that any

omponent 𝑖 of a specific type should be configured in the same way,

.e., the row vectors 𝒂 𝑖 are claimed to be equal. In [22] , Feinstein

t al. capture such constraints by monotonously increasing functions

 𝑧 ∶ ℝ 

𝑝 → ℝ 

( 𝑚 ×𝑒 ) , 𝑎 ′ ↦ ( 𝐴 ; 𝑧 ) with 𝑧 ∈ ℝ 

𝑚 denoting the component types.

uch a function maps a lower-dimensional set of parameters 𝑎 ′ ∈ ℝ 

𝑝 to

he system description given in Eq. (5) . 

.3. Grid search algorithm and the curse of dimensionality 

According to [22] and [20] , the measure of systemic risk might be

etermined via a combination of a grid search algorithm and stochastic

imulations. The grid search algorithm operates in the space of all pos-

ible endowments, while stochastic simulations are employed to eval-

ate system resilience for the endowment allocations according to the

rid search algorithm. The probabilistic resilience metric ( Eq. (2) and

q. (3) ) is estimated by means of Monte Carlo simulation. The grid

earch algorithm given in [22] consists of two phases and can be reca-

itulated as follows: 

I) Search along the main diagonal of the space of endowment prop-

erties until the first acceptable combination is found based on the

adapted systemic risk measure. 

II) Identify the Pareto front between the set of acceptable endowments

𝑅 ( 𝑌 ) and its complement 𝑅 ( 𝑌 ) 𝑐 starting at the first accepted alloca-

tion. 

The algorithm allows to compute the entirety of 𝑅 ( 𝑌 ) while signifi-

antly reducing the computational cost due to the assumed monotonic-

ty property of the input-output model 𝑌 ( 𝐴 ; 𝑧 ) given in Section 2.2 . For

 detailed description of a grid search algorithm for two dimensional

roblems, see [22] , Ch. 4. 

In [20] this algorithm was included in the resilience decision-making

ethod and applied to case studies with two dimensional parameter

paces. In their work [22] , Feinstein et al. point out that the grid search

lgorithm is applicable to higher dimensional problems “[… ] at the price

f substantially larger computation times and required memory capacity. ”.

owever, when analyzing real technical systems, it is often inevitable to

onsider a large number of influencing factors and thus a higher dimen-

ionality of the parameter space. Therefore, in Section 5 , an extension of

he previously proposed resilience decision-making methodology to 𝑛 -

imensional problems is applied to a four-dimensional functional model

f an axial compressor and, in Section 7 , as part of the novel methodol-

gy proposed in Section 4 , it is applied to the U-Bahn and S-Bahn system

f Berlin, addressing a five-dimensional problem. 

. Concept of survival signature 

Introduced in [35] , the concept of survival signature allows to com-

ute the survival function of a system with multiple component types

nd attracted increasing attention for its advantageous features over the

ast decade. One of its merits is the high efficiency in repeated model
64 
valuations due to the separation of the topological system reliability

nd the probability structure of system component failures. At the same

ime, the survival signature radically condenses information on topol-

gy. System components are of one type if their failure times are inde-

endent and identically distributed ( 𝑖𝑖𝑑) or exchangeable. This differen-

iation is important when it comes to modeling dependent component

ailure times [36] . A brief recap of the concept is provided in the fol-

owing subsections. Detailed information about both the derivation of

he concept and further applications can be found in [35,36,50] . 

.1. Structure function 

Let a system be given consisting of 𝑚 components of a single type.

urther, let 𝒙 = 

(
𝑥 1 , 𝑥 2 , … , 𝑥 𝑚 

)
∈ {0 , 1} 𝑚 define the corresponding state

ector of the 𝑚 components, where 𝑥 𝑖 = 1 indicates a functioning state of

he 𝑖 -th component and 𝑥 𝑖 = 0 indicates a non-functioning state. Then,

he structure function 𝜙 is a function of the state vector 𝒙 defining the

perating status of the considered system: 𝜙 = 𝜙( 𝒙 ) ∶ {0 , 1} 𝑚 → {0 , 1} .
ccordingly, 𝜙( 𝒙 ) = 1 denotes a functioning system and 𝜙( 𝒙 ) = 0 speci-

es a non-functioning system. 

Suppose that a system consists of components of more than one

ype, i.e., 𝐾 ≥ 2 . Then, the quantity of system components is denoted

y 𝑚 = 

∑𝐾 

𝑘 =1 𝑚 𝑘 , where 𝑚 𝑘 is the number of components of type 𝑘 ∈
1 , 2 , … , 𝐾} . Correspondingly, the state vector for each type is given by

 

𝑘 = 

(
𝑥 𝑘 1 , 𝑥 

𝑘 
2 , … , 𝑥 𝑘 

𝑚 𝑘 

)
. 

.2. Survival signature 

The survival signature summarizes the probability that a system is

unctioning as a function solely depending on the number of function-

ng components 𝑙 𝑘 per component type 𝑘 ∈ {1 , 2 , … , 𝐾} . Assuming the

ailure times within a component type to be 𝑖𝑖𝑑 or exchangeable, the

urvival signature is defined as: 

(
𝑙 1 , 𝑙 2 , … , 𝑙 𝐾 

)
= 

[ 

𝐾 ∏
𝑘 =1 

( 

𝑚 𝑘 

𝑙 𝑘 

) −1 
] 

×
∑

𝒙 ∈𝑆 𝑙 1 ,𝑙 2 , …,𝑙 𝐾 

𝜙( 𝒙 ) , (8)

here 
(𝑚 𝑘 
𝑙 𝑘 

)
corresponds to the total number of state vectors 𝒙 𝑘 of type

 and 𝑆 𝑙 1 ,𝑙 2 , …,𝑙 𝐾 
denotes the set of all state vectors of the entire system

or which 𝑙 𝑘 = 

∑𝑚 𝑘 
𝑖 =1 𝑥 

𝑘 
𝑖 
. Consequently, the survival signature depends

nly on the topological reliability of the system, independent of the

ime-dependent failure behavior of its components that is described in

ection 3.3 . For more information on claimed exchangeability in prac-

ice, see [36,41] . 

.3. Probability structure 

The probability structure of system components specifies the prob-

bility that a certain number of components of type 𝑘 is functioning

t time 𝑡 . Accordingly, 𝐶 𝑘 ( 𝑡 ) ∈ {0 , 1 , … , 𝑚 𝑘 } represents the number of

omponents of type 𝑘 in a functioning state at time 𝑡 . Further, assume

he probability distribution for the failure times of type 𝑘 to be known

ith 𝐹 𝑘 ( 𝑡 ) , denoting the corresponding cumulative distribution function.

hen, 

 

( 

𝐾 ⋂
𝑘 =1 

{
𝐶 𝑘 ( 𝑡 ) = 𝑙 𝑘 

}) 

= 

𝐾 ∏
𝑘 =1 

𝑃 
(
𝐶 𝑘 ( 𝑡 ) = 𝑙 𝑘 

)
= 

𝐾 ∏
𝑘 =1 

( 

𝑚 𝑘 

𝑙 𝑘 

) [
𝐹 𝑘 ( 𝑡 ) 

]𝑚 𝑘 − 𝑙 𝑘 [1 − 𝐹 𝑘 ( 𝑡 ) 
]𝑙 𝑘 (9) 

escribes the probability structure of the system, regardless of its topol-

gy. 
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Fig. 3. Illustration of the proposed substructuring concept. 
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.4. Survival function 

The survival function describes the probability of a system being in

 functioning state at time 𝑡 and results from Section 3.2 and 3.3 as: 

 

(
𝑇 𝑠 > 𝑡 

)
= 

𝑚 1 ∑
𝑙 1 =0 

⋯ 

𝑚 𝐾 ∑
𝑙 𝐾 =0 

Φ
(
𝑙 1 , 𝑙 2 , … , 𝑙 𝐾 

)
×𝑃 

( 

𝐾 

∩
𝑘 =1 

{
𝐶 𝑘 ( 𝑡 ) = 𝑙 𝑘 

}) 

, (10) 

here 𝑇 𝑠 denotes the random system failure time. Clearly, the concept of

urvival signature separates the time-independent topological reliability

nd the time-dependent probability structure. Thus, the survival signa-

ure, calculated once in a pre-processing step, can be reused for further

valuations of the survival function, which are necessary, for example,

hen analyzing a variety of different system configurations that affect

he probability structure given a constant system topology. The survival

ignature can be stored in a matrix, thereby summarizing the topological

eliability. The utilization of this matrix circumvents the repeated eval-

ation of the often computationally expensive structure function. Note

hat it is precisely these properties of the survival signature concept

hat provide an important advantage over conventional methods when

ystem simulations need to be performed repeatedly [37] . In terms of

omputational demand, Monte Carlo simulation may be used to approx-

mate the survival signature of large systems [40] . 

. Proposed methodology 

In this section, the proposed methodology for computationally effi-

ient resilience analysis in the context of complex substructured systems

s illustrated. The approach integrates the concept of survival signature

escribed in Section 3 into the resilience decision-making framework

ecapped in Section 2 . First, the preparation of the complex system by

eans of a formalized substructuring approach is presented. Second, the

ovel methodology is proposed. 

.1. Definition of substructured systems 

Assume a substructured system  that is composed of a set of subsys-

ems and a set of components. The subsystems can again be comprised of

urther subsystems and components. This substructuring approach can

e conducted for 𝐿 ≥ 1 levels of subsystems, where only components

xist at level 𝐿 + 1 . Components are directly associated with probabil-

ty distributions describing their time-dependent probabilistic behavior.

ote that the level 1 relates to the overall system level. Fig. 3 illustrates

he substructuring concept. 

Let there be 𝑛 𝑣 subsystems  𝑣 1 ,  𝑣 2 , … ,  𝑣 
𝑛 𝑣 

and 𝑚 

𝑣 components

 

𝑣 
1 ,  𝑣 2 , … ,  𝑣 

𝑚 𝑣 
at level 𝑣 = 1 , 2 , … , 𝐿 . During the analysis, the informa-

ion on component behavior is propagated from level 𝐿 + 1 to level 1

efore determining the state 𝑠 0 of the overall system  in dependence
65 
n various topological (sub)system structures. In the context of the re-

ilience framework in Section 2 , the state 𝑠 0 ∈ 𝑆 ⊆ ℝ 

+ with state space 𝑆

f the overall system  corresponds to the system performance 𝑄 ( 𝑡 ) that

s basis for the resilience measure 𝑅𝑒𝑠 , see Eq. (2) . Note that multiple

esilience analyses might be conducted for various 𝑄 ( 𝑡 ) . The quantity 𝑠 0 

ndicates system functionality from an ordered perspective and depends

n the functionality of its directly subordinate subsystems and compo-

ents. Given level 𝑣 = 1 , … , 𝐿 , the dependency of the (sub)system state

 

𝑣 
𝑗 

on the state vector 𝒙 𝑣 
𝑗 

is modeled via the mapping 𝑠 𝑣 
𝑗 
= 𝜙𝑣 

𝑗 
( 𝒙 𝑣 
𝑗 
) ∈ {0 , 1} ,

here 𝜙𝑣 
𝑗 

is a structure function, i.e., a topological rule for system func-

ioning as presented in Section 3.1 . The state vector is introduced as

 

𝑣 
𝑗 
= ( 𝑠 𝑤 1 , 𝑠 

𝑤 
2 , … , 𝑠 𝑤 

𝑛 𝑤 
𝑗 

, 𝑐 𝑤 1 , 𝑐 
𝑤 
2 , … , 𝑐 𝑤 

𝑚 𝑤 
𝑗 

) for the 𝑗-th subsystem at level 𝑣 with

 = 1 , 2 , … , 𝑛 𝑣 and 𝑤 = 𝑣 + 1 . Thereby, 𝑠 𝑤 
𝑝 
, 𝑐 𝑤 
𝑞 
∈ {0 , 1} denote the func-

ionality of the 𝑝 -th subsystem and 𝑞-th component, respectively. Fur-

her, 𝑛 𝑤 
𝑗 

is the number of subsystems at level 𝑤 contained in subsys-

em 𝑗 at level 𝑣 and 
∑𝑛 𝑣 

𝑗 
𝑛 𝑤 
𝑗 
= 𝑛 𝑤 . Analogously, 𝑚 

𝑤 
𝑗 

has the equivalent

nterpretation for components. At level 𝑣 = 1 , the notation reduces to

 

0 = 𝜙0 ( 𝒙 0 ) . The state vectors at level 𝐿 comprises only component states

s 𝒙 𝐿 
𝑗 
= ( 𝑐 𝑤 1 , 𝑐 

𝑤 
2 , … , 𝑐 𝑤 

𝑚 𝑤 
𝑗 

) with 𝑗 = 1 , 2 , … , 𝑛 𝐿 , 𝑐 𝑤 
𝑖 
∈ {0 , 1} and 𝑤 = 𝐿 + 1 .

The probability distributions governing the component states 𝑐 𝑣 
𝑖 

are

ssumed to be known as CDF 𝐹 𝑘 ( 𝑡 ) for given component type 𝑘 accord-

ng to Section 3.3 . Note that different subsystems might rely on the same

omponent types. The assumption 𝑠 𝑣 
𝑗 
, 𝑐 𝑣 
𝑖 
∈ {0 , 1} is due to the fact that

he concept of survival signature is based on a binary-state considera-

ion. However, multiple researchers work on extensions of the concept

o a discrete or continuous multi-state consideration, see e.g. [51–54] . 

.2. Extension of the adapted systemic risk measure 

In the resilience analysis of complex, substructured systems, it may

e important that endowments can be formally assigned not only to sys-

em components but to other system structures, such as subsystems. To

nable the incorporation of such endowment assignments in the novel

ethodology, the adapted systemic risk measure, cf. Section 2.2 , is ex-

ended as follows. 

Let a system, in addition to its 𝑚 components, be given with a to-

al of 𝑛 subsystems 𝑗 ∈ {1 , … , 𝑛 } of 𝑏 𝑗 ∈ {1 , 2 , … , 𝐵} ⊆ ℕ types over all

ystem levels 𝐿 with 𝑑 endowment properties that influence the system

erformance 𝑄 ( 𝑡 ) . Then, the subsystem 𝑗 is characterized by 

 𝑗 ; 𝑏 𝑗 ) = 

(
𝜉𝑗1 , 𝜉𝑗2 , … , 𝜉jd ; 𝑏 𝑗 

)
∈ ( ℝ ) ( 1×𝑑 ) × ( ℕ ) , (11) 

here ( 𝜉𝑗1 , 𝜉𝑗2 , … , 𝜉𝑗𝑑 ; 𝑏 𝑗 ) are the numerical values of the 𝑑 relevant en-

owment properties. The entire system is then, in addition to the de-

cription by the tuple consisting of the matrix 𝑨 ∈ ℝ 

( 𝑚 ×𝑒 ) and the column

ector 𝒛 ∈ ℕ 

𝑚 , capturing the components, described by the tuple com-

osed of the matrix 𝑫 ∈ ℝ 

( 𝑛 ×𝑑) and the column vector 𝒉 ∈ ℕ 

𝑛 , capturing
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ℎ 
he subsystems: 

 𝑫 ; 𝒉 ) = 

⎛ ⎜ ⎜ ⎜ ⎜ ⎝ 
𝜉11 𝜉12 ⋯ 𝜉1 𝑑 ; ℎ 1 
𝜉21 𝜉22 ⋯ 𝜉2 𝑑 ; ℎ 2 
⋮ ⋮ ⋮ ⋮ 
𝜉𝑛 1 𝜉𝑛 2 ⋯ 𝜉𝑛𝑑 ; ℎ 𝑛 

⎞ ⎟ ⎟ ⎟ ⎟ ⎠ 
. (12)

The system under consideration is defined via the descriptive, non-

ecreasing input-output model 𝑌 = 𝑌 ( 𝑨 ; 𝒛 ) , ( 𝑫 ; 𝒉 ) that is specified by both

uples and relates endowment properties to system performance. Again,

ith respect to Eq. (2) , the model output is specified as 𝑌 = 𝑌 ( 𝑨 ; 𝒛 ) , ( 𝑫 ; 𝒉 )
ependent on the current endowment allocation for components ( 𝑨 ; 𝒛 )
nd subsystems ( 𝑫 ; 𝒉 ) . Then, with the specific acceptance set  from

q. 6 , the extended adapted systemic risk measure is defined as 

 ( 𝑌 ) = 

{
𝑨 ∈ ℝ 

𝑚 ×𝑒 , 𝑫 ∈ ℝ 

( 𝑛 ×𝑑) ∣ 𝑌 ( 𝑨 ; 𝒛 ) , ( 𝑫 ; 𝒉 ) ∈  

}
, (13)

hat is the set of all endowment property allocations 𝑨 and 𝑫 such that

he system reaches a resilience value greater or equal to 𝛼. Note that in

his manner, equivalently, any performance-influencing endowments, of

ny system structures, or even endowments independent of system struc-

ures, can be incorporated into the resilience decision-making analysis. 

.3. Augmentation of the resilience analysis 

The system resilience 𝑅𝑒𝑠 is governed by the reliability, robustness

nd recoverability of a system as illustrated in Fig. 1 . The magnitude of

hese quantities is influenced by the endowment allocations that are cap-

ured in the tuples ( 𝐴 ; 𝑧 ) and ( 𝐷; ℎ ) . The assigned resilience-enhancing

ndowment properties ( 𝜂𝑖 1 , 𝜂𝑖 2 , … , 𝜂𝑖𝑚 ) and ( 𝜉𝑗1 , 𝜉𝑗2 , … , 𝜉𝑗𝑑 ) can either re-

ate to a specific quantity or a subset of the three quantities and corre-

pond to different implementations in the overall system performance

odel, i.e., input-output model 𝑌 ( 𝐴 ; 𝑧 ) , ( 𝐷; ℎ ) . 

The reliability is typically the most computationally challenging

uantity when evaluating system resilience 𝑅𝑒𝑠 . Thus, this part of the

omputation is augmented by the concept of survival signature with

ts advantageous separation and compact storage properties as well

s the fundamental substructuring approach proposed in the previous

ection 4.1 in order to enable efficient resilience analyses of large and

ighly complex systems. 

In a pre-processing step, the survival signatures Φ𝑣 
𝑗 

(
𝑙 1 , 𝑙 2 , … , 𝑙 𝐾 

)
of

he 𝑛 = 

∑𝐿 

𝑣 
𝑛 𝑣 subsystems  𝑣 

𝑗 
are computed based on the correspond-

ng structure functions 𝜙𝑣 
𝑗 

as described in Section 3.2 . Subsequently,

he survival signatures are utilized to efficiently retrieve the topological

ubsystem reliability (online) for varying endowment configurations. 

In order to identify the set of all acceptable endowments 𝑅 ( 𝑌 ) ,
epeated evaluations of 𝑌 ( 𝐴 ; 𝑧 ) , ( 𝐷; ℎ ) are required according to the grid

earch algorithm – various endowment allocations in the search space

panned over discretized numerical values of 𝐴 ∈ ℝ 

𝑚 ×𝑒 with 𝑚 =
𝐿 +1 
𝑣 

𝑚 

𝑣 and 𝐷 ∈ ℝ 

( 𝑛 ×𝑑) with 𝑛 = 

∑𝐿 +1 
𝑣 

𝑛 𝑣 need to be evaluated anal-

gous to Section 2.3 . In each evaluation 𝑁 stochastic simulations of

 ( 𝐴 ; 𝑧 ) , ( 𝐷; ℎ ) have to be performed to obtain 𝐸[ 𝑌 ] , see Eq. (2) , and cor-

esponding status assignments according to the acceptance set  in

q. (6) . Given the number of dimensions that need to be evaluated

ccording to the grid search algorithm as 𝑀 , the number of evalua-

ions for 𝑄 ( 𝑡 ) is 𝑀 ⋅𝑁 ⋅ 𝑢 with 𝑢 being the total number of time steps

er simulation. Consequently, simulating system resilience is a complex,

emanding and repeating challenge. 

Computing the resilience directly relates to the computation of at

east one structure function that can be any function that expresses the

elation of interacting elements. The structure function can correspond

o simple logical expressions, such as Reliability Block Diagrams (RBD)

r fault trees, up to sophisticated simulation models, e.g., when assessing

he network efficiency of a graph. In fact, such models often become ex-

remely challenging in the context of real world systems. The evaluation

f a global structure function including the entirety of all components

t once might even be computationally unfeasible. In contrast, given a
66 
ystem in a substructered form  as proposed in Section 4.1 , the compu-

ation of the system functionality splits into the evaluation of multiple

ierarchically ordered structure functions. Such a consideration enables

 wider range of application in terms of system size and complexity,

specially when the computational capacity is limited. 

The computational efficiency is further enhanced by application

f the survival signature. Given a system, substructered according to

ection 4.1 with 𝐿 ≥ 2 , the computation of subsystem reliabilities can

e propagated from level 𝐿 to level 1 by evaluating the survival func-

ions of subsystems  𝑣 
𝑗 

based on the survival functions of  𝑤 
𝑝 

instead of

omputing 𝑠 𝑣 
𝑗 
= 𝜙𝑣 

𝑗 
( 𝒙 𝑣 
𝑗 
) for each level. Coolen et al. proposed a method-

logy to merge survival signatures of specifically arranged subsystems

n the context of substructured systems [55] . However, note that this ap-

roach differs from the one developed in the current paper. The survival

unction 𝑃 ( 𝑇 𝑠 𝑣 
𝑗 
> 𝑡 ) of the 𝑗-th subsystem at level 𝑣 is then computed ac-

ording to Eq. (10) w.r.t. the survival signature Φ𝑣 
𝑗 

(
𝑙 1 , 𝑙 2 , … , 𝑙 𝐾 

)
. At

op-level 1, the failure rates of the subsystems  1 
𝑗 

with 𝑗 = 1 , 2 , … , 𝑛 1 ,

tilized to sample subsystem functionality, can then be obtained via the

umulative hazard function and its derivative: 

𝑠 1 
𝑗 ( 𝑡 ) = − 

𝑑 ln 𝑃 ( 𝑇 
𝑠 1 
𝑗 
> 𝑡 ) 

𝑑𝑡 
. (14)

his enables to sample the subsystem state 𝑠 1 
𝑗 

for time step ( 𝑡 ℎ , 𝑡 ℎ +1 ) on-

ine with significantly reduced computational effort when evaluating

he system resilience 𝑅𝑒𝑠 . The computation of 𝑅𝑒𝑠 then only involves

 

1 + 𝑚 

1 instead of 
∑𝐿 +1 
𝑣 

𝑚 

𝑣 elements. In addition, significantly increased

omputational efficiency is achieved due to the separation of system

opology and probability structure, the latter determined by the cur-

ent endowment allocation. While the component probability structure

aries, the topological reliability, independent of the endowment alloca-

ion, is captured in the survival signature in a compact manner and can

e retrieved repeatedly with close to no costs. Note that subsystems of

he same type share the same survival signature. This can be exploited

or increased efficiency as well. In fact, the computational advantage of

he proposed approach scales with size and complexity of the consid-

red system . The developed and employed algorithm is outlined in

lg. 4.3 for illustrative purposes. 

In order to prove efficiency and general applicability, the novel ap-

roach is applied to an arbitrary complex system in Section 6 and to the

-Bahn and S-Bahn system of Berlin in Section 7 . 

Algorithm 4.3 

tep A Computation of the survival signatures for all subsystem  𝑣 
𝑗 

with

𝑣 = 1 , 2 , … , 𝐿 and 𝑗 = 1 , 2 , … , 𝑛 𝑣 . 

Step B Identification of the Pareto front by executing the grid search al-

gorithm; each endowment allocation is evaluated by performing

the following steps: 

Step B1. Generation of the failure rate matrix with dimensions

𝑛 1 × 𝑇 based on Eq. (14) for each subsystem and each

timestep 𝑡 ℎ with ℎ = 1 , 2 , … , 𝑢 and generation of the

failure rate matrix with dimensions 𝑚 

1 × 𝑇 for each

component and each timestep; if 𝐿 ≥ 2 , the failure rate

matrix for 𝑣 = 1 for each subsystem is generated recur-

sively from bottom to top by computing the survival

functions. 

Step B2. Perform 𝑁 samples with time 𝑡 ℎ = 0 : 
a) Evaluate the system performance 𝑄 ( 𝑡 ℎ ) . 
b) Sample possible failures of subsystems  1 

𝑗 
for 𝑗 =

1 , 2 , … , 𝑛 1 and components  1 
𝑖 

for 𝑖 = 1 , 2 , … , 𝑚 

1 

based on the failure rate matrices computed in

Step B1. 

c) Check if any failed subsystem/component has re-

covered; if a subsystem/component recovers, set

the time counter of its specific failure rate to 0. 

d) Set 𝑡 ℎ = 𝑡 ℎ +1 = 𝑡 ℎ + Δ𝑡 and repeat Steps a) – d) until

𝑡 = 𝑇 , i.e., the maximum time is reached. 
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Fig. 4. Functional model of the multistage high-speed axial compressor. 
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Step B3. Obtain 𝑅𝑒𝑠 for the current endowment configuration

via Eq. (2) and Eq. (3) over all time steps 𝑢 and all

samples 𝑁 . 

he complete algorithm has been implemented in the Julia package Re-

ilienceDecisionMaking.jl and made publicly available on Github [56] . 

. Multistage high-speed axial compressor 

Axial compressors are complex, multi-component key elements of

as turbines. Therefore, it is critical in both design and maintenance to

onsider as many factors affecting system performance as possible to ef-

ciently maximize compressor resilience. To address this challenge, the

ecision-making analysis proposed in [20] regarding system resilience

s extended in order to deal with components, respectively factors, of

ifferent types. 

.1. Model 

In [57] , the authors present a functional model of a four-stage high-

peed axial compressor from the Institute of Turbomachinery and Fluid

ynamics at Leibniz Universität Hannover, Germany, depicting its func-

ionality as well as reliability characteristics. For detailed information

bout this particular axial compressor see [58–60] . 

The model captures the dependence of the overall performance of

he compressor, i.e., the total-to-total pressure ratio and the total-to-

otal isentropic efficiency, on the surface roughness of the individual

lades. These are arranged in rotor and stator rows. The model is based

n the results of a sensitivity analysis of an aerodynamic model of the

ompressor and the so-called Relative Important Indices, cf. [50] . A net-

ork representation of the functional model is shown in Fig. 4 . Each

omponent represents either a stator (S1 - S4) or rotor (R1 - R4) row. 

The rows are classified into 𝐾 = 4 component types 𝑘 𝑖 ∈ {1 , 2 , 3 , 4}
𝑖 ∈ {1 , … , 8} . This classification, as well as the arrangement of the com-

onents, is based on the resulting effect of their blade roughness on the

wo performance parameters of the compressor. More precisely, an in-

erruption between start and end implies that a roughness-induced per-

ormance variation of at least 25% is exceeded, corresponding to a non-

unctional compressor. This defines the system performance 𝑄 ( 𝑡 ) of the

unctional model for subsequent application of the resilience decision-

aking method. The system performance is determined at each time

oint 𝑡 ℎ and is 1 if there is a path from start to end and 0 if this con-

ection is interrupted. More detailed information about the functional

odel and its derivation can be obtained from [57] . 

For the resilience analysis, it is assumed that each row, i.e., each

omponent of the functional model, is characterized by two endow-

ent properties, a roughness resistance 𝑟𝑒 and a recovery improvement

𝑒𝑐, such that a component is fully described by ( 𝑎 𝑖 ; 𝑘 𝑖 ) = ( 𝑟𝑒 𝑖 , 𝑟𝑒𝑐 𝑖 ; 𝑘 𝑖 ) . In
his context, the roughness resistance can be interpreted as a qualitative

oating that counteracts the roughening of the blade surfaces. Both the
67 
oughness resistance 𝑟𝑒 𝑖 and the recovery improvement 𝑟𝑒𝑐 𝑖 of each row

 are assumed to be functions of the component type 𝑘 𝑖 , i.e., 𝑟𝑒 𝑖 = 𝑟𝑒 𝑖 ′ ,

𝑒𝑐 𝑖 = 𝑟𝑒𝑐 𝑖 ′ if 𝑘 𝑖 = 𝑘 𝑖 ′ . 

Each component of the functional model can fail randomly after sys-

em performance is calculated at time 𝑡 ℎ . A failed component is consid-

red as no longer being part of the model and does not contribute to

he overall system performance at time 𝑡 ℎ +1 and at all subsequent times

ntil it is completely recovered. The failure probability of a component

 in the time interval ( 𝑡 ℎ , 𝑡 ℎ +1 ) is assumed to be constant in time, cf. [57] ,

nd is specified by 

 

{
( 𝑎 𝑖 ; 𝑘 𝑖 ) fails during ( 𝑡 ℎ , 𝑡 ℎ +1 ) 

}
= Δ𝑡 ⋅ 𝜆𝑖 (15)

ith 

𝑖 = 0 . 8 − 0 . 03 ⋅ 𝑟𝑒 𝑖 , (16)

here 𝜆𝑖 is the time-independent failure rate. Increasing the roughness

esistance of a blade row reduces the degradation of the surface and

onsequently the corresponding failure rate 𝜆𝑖 . 

When a component 𝑖 fails, its functionality is assumed to be imme-

iately and completely recovered after a certain number of time steps,

ccording to 

 = 𝑟 𝑚𝑎𝑥 − 𝑟𝑒𝑐 𝑖 with 𝑟𝑒𝑐 𝑖 < 𝑟 𝑚𝑎𝑥 (17)

here 𝑟 𝑚𝑎𝑥 is an upper bound on the number of time steps for recovery

nd 𝑟𝑒𝑐 𝑖 is the recovery improvement that reduces the recovery duration.

ote, that this recovery model corresponds to a one-step recovery profile

nd various alternative characteristic profiles of recovery are possible as

ell, cf., [16] and [4] . 

.2. Costs of endowment properties 

Optimal endowment properties are related to the quality of the com-

onents, and an increase in their production quality is associated with

ncreasing costs. This should be taken into account in resilience decision-

aking. As discussed in [61] , increasing the reliability of components

n complex networks can be associated with an exponential increase in

ost. 

Increasing the endowment property of roughness resistance reduces

he failure rate of blades in a row and thus improves reliability, see

q. (15) and Eq. (16) . Thus, its total cost is assumed to be 

 𝑜𝑠𝑡 𝑟𝑒 = 

8 ∑
𝑖 =1 

𝑝𝑟𝑖𝑐 𝑒 𝑟𝑒 ( 𝑟𝑒 𝑖 ; 𝑘 𝑖 ) 
⋅ 1 . 2 ( 𝑟𝑒 𝑖 −1) , (18)

here 𝑟𝑒 𝑖 is the roughness resistance value of component 𝑖 , 𝑘 𝑖 its type

nd 𝑝𝑟𝑖𝑐𝑒 𝑟𝑒 ( 𝑟𝑒 𝑖 ; 𝑘 𝑖 ) 
an arbitrary common basic price. Accordingly an expo-

ential relationship is assumed for the cost associated with recovery

mprovement: 

 𝑜𝑠𝑡 𝑟𝑒𝑐 = 

8 ∑
𝑖 =1 

𝑝𝑟𝑖𝑐 𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐; 𝑘 𝑖 ) 
⋅ 1 . 2 ( 𝑟𝑒𝑐 𝑖 −1) . (19)
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Table 1 

Parameter values for the resilience decision-making method for the functional 

model of the multistage high-speed axial compressor. 

Parameter Scenario 

Acceptance threshold 𝛼 0.85 

Number of time steps 𝑢 200 

Length of a time step Δ𝑡 0.05 

Maximum time 𝑇 10 

Base failure rate 𝜆 0.8 

Roughness resistance 𝑟𝑒 𝑟𝑒 𝑖 ∈ {1 , … , 20} 
Roughness resistance price: 

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒 ( 𝑟𝑒 𝑖 ; 𝑘 𝑖 ) 
800 e ∀𝑘 𝑖 ∈ {1 , 2 , 3} 
500 e ∀𝑘 𝑖 = 4 

Maximum recovery time 𝑟 𝑚𝑎𝑥 21 

Recovery improvement 𝑟𝑒𝑐 11 

Recovery improvement price: 

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐; 𝑘 𝑖 ) 
600 e 

Sample size 𝑁 500 
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he total cost 𝑐𝑜𝑠𝑡 ( 𝐴 ; 𝑧 ) of an endowment is the sum of these costs: 

 𝑜𝑠𝑡 ( 𝐴 ; 𝑧 ) = 𝑐 𝑜𝑠𝑡 𝑟𝑒 + 𝑐 𝑜𝑠𝑡 𝑟𝑒𝑐 . (20)

.3. Scenario 

In order to apply the decision-making method for resilience-

nhancing endowments to the multistage high-speed axial compressor,

he model parameter values and simulation parameter values shown in

able 1 are considered. 

In a first step, the set of all acceptable endowments corresponding to

 resilience value of at least 𝑅𝑒𝑠 = 0 . 85 over the considered time period

s determined. Since any axial compressor blade improvement involves

osts, the second step is to identify the most cost-efficient acceptable en-

owment, denoted as 𝐴̂ . The recovery improvement 𝑟𝑒𝑐 is assumed to be

xed for all components, regardless of the type, 𝑟𝑒𝑐 𝑖 = 11 ∀𝑖 ∈ {1 , … , 𝑚 }
nd the roughness resistance 𝑟𝑒 is examined over 𝑟𝑒 𝑖 ∈ {1 , … , 20} ∀𝑖 ∈
1 , … , 𝑚 } . The roughness resistance values may be interpreted in as-

ending order as increasing quality levels of coatings. 

Fig. 5 illustrates the results of the grid search algorithm. It shows the

oughness resistance combinations contained in 𝑅 ( 𝑌 ) , i.e., all combina-
ig. 5. Numerical results of the 4D grid search algorithm for the functional 

odel of the axial compressor with explored roughness resistance values. 

F

m

c

68 
ions that lead to a satisfying system resilience of at least 𝑅𝑒𝑠 = 0 . 85 . It
an be clearly seen that the roughness resistance of the blades of the

ourth stage (component type 3) has the greatest influence on the sys-

em resilience. Combinations with coating qualities of 𝑟𝑒 𝑖 ≤ 15 at the

ourth stage are generally not sufficient to achieve an acceptable level

f resilience, regardless of the endowment property values of the other

omponent types. In addition, the roughness resistance of the four sta-

ors (component type 4) has the least influence on system resilience of

ll types. Here, a minimum coating quality of 𝑟𝑒 𝑖 = 1 as endowment is in

arious combinations already sufficient to achieve acceptable resilience

alues. The same applies to the rotors of component type 1 and type 2.

owever, the components of the other types require significantly higher

oating qualities compared to the stators in order to compensate for the

mall roughness resistance values in these both types. 

The design, maintenance and optimization of complex systems, such

s an axial compressor, are invariably subject to monetary limitations.

t is crucial for decision-making to be able to take these financial con-

traints into account. Therefore, Fig. 6 shows only those roughness resis-

ance combinations included in 𝑅 ( 𝑌 ) that result in an acceptable system

esilience of at least 𝑅𝑒𝑠 = 0 . 85 and are less expensive than a predefined

ost limit for the total roughness resistance, that is arbitrarily assumed

o be 𝑐𝑜𝑠𝑡 𝑟𝑒 = 40 000 e in this case study. 

The results reveal that only configurations with low coating quali-

ies for stators (component type 4) are below the cost limit. On the one

and, this is due to their aforementioned low influence on system re-

ilience, and on the other hand to the high cost of the quality levels for

he stators. Although the base price of 500 € is rather low, it is signif-

cantly higher in terms of cost for the entire component type than for

he other types due to the higher total number of components of this

ype. In addition, only configurations that provide the highest quality

evels of 𝑟𝑒 𝑖 ≥ 18 for the type 3 rotor are acceptable and below the price

imit. The roughness resistance of this rotor has such a large impact on

ystem resilience that at lower quality levels, compensation by higher

uality levels of the remaining stages would exceed the given budget.

lthough the roughness resistance of the rotor of component type 2 has

 lower influence on the system resilience than that of component type

, minimal quality levels of the coating can not be compensated by high

ualities of the other components. Therefore, at least 𝑟𝑒 𝑖 = 5 for 𝑘 𝑖 = 2
s required to fulfill the acceptance criterion. 
ig. 6. Numerical results of the 4D grid search algorithm for the functional 

odel of the axial compressor with explored roughness resistance values and a 

ost threshold for roughness resistance of 40 000 e . 
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Fig. 7. Representation of the arbitrary complex system with 14 components, adapted from [37] . 
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The grid search algorithm is able to reduce the numerical effort for

he calculation of 𝑅 ( 𝑌 ) by about 98%. As a result, only 2% of the poten-

ial combinations of roughness resistance values need to be evaluated. 

Taking into account the base prices in Table 1 , the most cost-

fficient endowment is characterized by roughness resistances of 𝑟𝑒 𝑖 = 7
or 𝑘 𝑖 = 1 , 𝑟𝑒 𝑖 = 13 for 𝑘 𝑖 = 2 , 𝑟𝑒 𝑖 = 19 for 𝑘 𝑖 = 3 and 𝑟𝑒 𝑖 = 1 for 𝑘 𝑖 = 4
or the respective components. In Fig. 6 the corresponding configu-

ation is highlighted in blue. The final cost results from Eq. (20) as

 𝑜𝑠𝑡 ( ̂𝐴 ; 𝑧 ) = 𝑐 𝑜𝑠𝑡 𝑟𝑒 + 𝑐 𝑜𝑠𝑡 𝑟𝑒𝑐 = 35 209 e + 29 720 e = 64 929 e . 

. Complex system 

In [37] and [41] the authors apply their introduced simulation ap-

roaches for reliability analysis on an arbitrary complex system. In or-

er to demonstrate the wide applicability and efficiency of the proposed

ethodology developed in this paper, this complex system is considered,

dapted by means of substructuring, and an efficient resilience decision-

aking analysis is conducted. 

.1. Model 

The arbitrary complex system consists of 𝑛 = 14 subsystems, each

ssigned to one of 𝐵 = 6 subsystem types. Fig. 7 illustrates the com-

lex system and the assignment of subsystems to their types. A connec-

ion between start node and target node indicates a functioning state

nd an interruption of this connection indicates a non-functioning state

f the overall system. This defines the system performance 𝑄 ( 𝑡 ) of the

unctional model for subsequent application of the resilience decision-

aking method. The system performance is determined at each time

oint 𝑡 ℎ and is 1 if there is a path from start to end and 0 if this con-

ection is interrupted. Note that the complex system is thus formally an

BD. For illustration and simplicity, it is assumed that there is only one

evel of subsystems, i.e., 𝑙 = 𝐿 = 1 , and thus 𝒙 𝑠 = ( 𝑠 1 , 𝑠 2 , … , 𝑠 14 ) ,  1 𝑗 =  𝑗 ,
nd 𝜆

𝑠 1 
𝑗 ( 𝑡 ) = 𝜆𝑠 𝑗 ( 𝑡 ) . Fig. 8 illustrates the structure of the six subsystem
69 
ypes. These are formally RBDs as well. It is assumed that each sub-

ystem of the same type is represented by the same RBD. A subsystem

 𝑗 is considered to be functional if a connection exists from start to

nd and non-functional if this connection is interrupted, i.e., 𝑠 𝑗 ∈ {0 , 1}
𝑗 ∈ {1 , … , 14} . Depending on the type, the subsystems consist of seven

o ten components. Thus, the overall system is composed of 𝑚 = 106 in-

ividual components. 

The components are classified into 𝐾 = 2 types 𝑘 𝑖 ∈ {1 , 2} ∀𝑖 ∈
1 , … , 106} , i.e., 50 components of type 1 and 56 components of type

. For the resilience analysis, each component of the model, is as-

umed to be characterized by an endowment property, that is the re-

iability improvement 𝑟𝑒𝑙, such that a component is fully described by

 𝑎 𝑖 ; 𝑘 𝑖 ) = ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) . Note that the reliability improvement 𝑟𝑒𝑙 𝑖 of each

omponent 𝑖 is assumed to be function of the component type 𝑘 𝑖 , i.e.,

𝑒𝑙 𝑖 = 𝑟𝑒𝑙 𝑖 ′ if 𝑘 𝑖 = 𝑘 𝑖 ′ . Further, each component type, and thus each com-

onent, is characterized by a specific time-dependent failure behavior.

n practice, the underlying distribution functions, describing this be-

avior, need to be derived from existing operational data. However, the

onsideration of real data is often highly challenging due to the inher-

nt uncertainty caused by, e.g., lack of data, measurement inaccuracies,

ubjective expert knowledge, small sample sizes, etc. New developments

n the context of the survival signature as introduced, e.g., in [41] , allow

or the efficient consideration and propagation of uncertainties through

he entire model. They will be incorporated into the proposed method-

logy towards an imprecise resilience approach in future work of the

uthors. However, for the purpose of proof of concept and applicability,

xponential distributions are considered for both component types in

his case study as 

 𝑖 ( 𝑡 ; 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 )) = 1 − 𝑒 − 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 ) 𝑡 for 𝑡 ≥ 0 , (21)

ith 

𝑖 ( 𝑟𝑒𝑙 𝑖 ) = 𝜆𝑖, max − Δ𝜆𝑖 ⋅ 𝑟𝑒𝑙 𝑖 , (22)

eing the failure rate of component 𝑖 of type 𝑘 depending on the corre-

ponding reliability improvement 𝑟𝑒𝑙 𝑖 . 𝜆𝑖, max is the maximum failure rate
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Fig. 8. Representation of the 𝐵 = 6 subsystem types of the complex system. 
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Table 2 

Parameter values for the resilience decision-making method on the ar- 

bitrary complex system. 

Parameter Scenario 

Acceptance threshold 𝛼 0.90 

Number of time steps 𝑢 200 

Length of time step Δ𝑡 0.05 

Maximum time 𝑇 10 

Maximum failure rate 𝜆𝑖, max 𝜆𝑖, max = 0 . 15 for 𝑘 𝑖 = 1 
𝜆𝑖, max = 0 . 20 for 𝑘 𝑖 = 2 

Failure rate reduction Δ𝜆𝑖 Δ𝜆𝑖 = 0 . 014 for 𝑘 𝑖 = 1 
Δ𝜆𝑖 = 0 . 019 for 𝑘 𝑖 = 2 

Reliability improvement 𝑟𝑒𝑙 𝑖 𝑟𝑒𝑙 𝑖 ∈ {1 , … , 10} for 𝑘 𝑖 ∈ {1 , 2} 
Reliability improvement price 𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) 

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ;1) 
= 1 000 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ;2) 
= 2 000 €

Recovery time steps 𝑟 20 

Sample size 𝑁 500 
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F  
nd Δ𝜆𝑖 denotes the failure rate reduction per reliability improvement

𝑒𝑙 𝑖 that is assumed to be constant for each component type, leading to

quidistant failure rate variations. 

The simulation can be summarized as follows: after the system per-

ormance has been computed at time 𝑡 ℎ , each subsystem  𝑗 of the

omplex system can fail at random based on the extracted and time-

ependent failure rate 𝜆𝑠 𝑗 ( 𝑡 ℎ ) from corresponding survival function, cf.

q. (14) . A failed subsystem is treated as no longer present in the model

nd does not contribute to the overall system performance 𝑄 ( 𝑡 ) at time

 ℎ +1 and all subsequent time points until it is fully recovered. The failure

robability of a subsystem  𝑗 in the time interval ( 𝑡 ℎ , 𝑡 ℎ +1 ) is 

 

{ 𝑗 fails during ( 𝑡 ℎ , 𝑡 ℎ +1 ) 
}
= Δ𝑡 ⋅ 𝜆𝑠 𝑗 ( 𝑡 ℎ ) . (23)

f a subsystem  𝑗 failed, its functionality is assumed to be immediately

nd fully recovered after 𝑟 time steps, again corresponding to a one-step

ecovery profile. It is assumed that a repaired subsystem and thus all

omponents of the subsystem are in as-new original condition after re-

air. Note that this is an assumption for the sake of demonstration, and

n reality deviating states might be obtained after repair, possibly de-

ending on further endowment properties that affect the duration and

uality of recovery. After recovery, the survival function of a subsys-

em is time-zeroed, such that the resulting failure rate per simulation

tep 𝜆𝑠 𝑗 ( 𝑡 ℎ ) evolves over time equivalent to that of a subsystem in new

ondition. 

.2. Costs of endowment properties 

The improvement of endowment properties is inevitably associated

ith costs. Increasing the endowment property “reliability improve-

ent ” reduces the failure rate of components and consequently of corre-

ponding subsystems. Again, an exponential relationship between costs
70 
nd improvements is assumed. Then the total costs can be defined as 

 𝑜𝑠𝑡 ( 𝐴 ; 𝑧 ) = 𝑐 𝑜𝑠𝑡 𝑟𝑒𝑙 = 

106 ∑
𝑖 =1 

𝑝𝑟𝑖𝑐 𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) 
⋅ 1 . 2 ( 𝑟𝑒𝑙 𝑖 −1) , (24)

here ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) is the reliability improvement value of component 𝑖 , 𝑘 𝑖 
ts type and 𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) 

is an arbitrary common basic price. 

.3. Scenario 

The considered model parameters and simulation parameters values

or the application of the resilience decision-making method for complex

nd substructured systems to the arbitrary complex system illustrated in

ig. 7 , are shown in Table 2 . The recovery is assumed to be fixed with
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Table 3 

Non-trivial survival signature values of subsystems with 

𝑏 𝑗 = 5 of the complex system, shown in Fig. 7 and Fig. 8 . 

𝑙 1 𝑙 2 Φ
(
𝑙 1 , 𝑙 2 

)
2 4 1/25 

3 3 3/50 

2 5 3/25 

4 3 3/20 

3 4 9/50 

2 6 1/5 

5 3 11/50 

6 3 3/10 

3 5 3/10 

4 4 33/100 

3 6 2/5 

5 4 23/50 

4 5 12/25 

6 4 3/5 

4 6 3/5 

5 5 16/25 

6 5 4/5 

5 6 4/5 
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Fig. 9. Numerical results of the 2D grid search algorithm for the complex system 

with explored reliability improvement values. 
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 = 20 time steps for all subsystems, regardless of the type. The reliability

mprovement 𝑟𝑒𝑙 𝑖 is explored over 𝑟𝑒𝑙 𝑖 ∈ {1 , … , 10} ∀𝑖 ∈ {1 , … , 𝑚 } . 
In a pre-processing step, the survival signatures of all 14 subsystems

re determined. As an example, Table 3 depicts the survival signature

alues of subsystem type 5 of the complex system. For clarity, only the

on-trivial survival signature values are shown, i.e., all values that are

either zero or one. Then the analysis starts as follows: In a first step, the

et of all acceptable endowment configurations 𝑅 ( 𝑌 ) , corresponding to

 resilience value of at least 𝑅𝑒𝑠 = 0 . 9 over the considered time period,

s determined according to Algorithm 4.3. Since any improvement of

he system components is associated with costs, the second step is to

dentify the most cost-efficient acceptable endowment 𝐴̂ . 

Fig. 9 illustrates the results of the grid search algorithm. It shows the

eliability improvement combinations contained in 𝑅 ( 𝑌 ) , i.e. all combi-

ations that lead to a satisfying system resilience. It can be seen, that the

eliability improvement of components of type 1 is more important, i.e.,

as a higher impact on the overall system resilience than the reliabil-

ty improvement of components of type 2. For maximum reliability im-

rovement values for type 1, i.e., 𝑟𝑒𝑙 𝑖 = 10 for 𝑘 𝑖 = 1 , even low reliability

mprovement values for type 2, i.e., 𝑟𝑒𝑙 𝑖 = 2 for 𝑘 𝑖 = 2 , are sufficient in

rder to fulfill the acceptance criterion and reach system resilience val-

es of at least 𝑅𝑒𝑠 = 0 . 90 . On the other hand, with maximum reliability

mprovement for components of type 2, i.e., 𝑟𝑒𝑙 𝑖 = 10 for 𝑘 𝑖 = 2 , a mod-

rate reliability improvement for type 1 of at least 𝑟𝑒𝑙 𝑖 = 4 for 𝑘 𝑖 = 1 is
equired to meet the acceptance criterion. 

These results are plausible, since a detailed examination of the sub-

ystem types and their topology, cf. Fig. 8 , reveals that components of

ype 1 hold a total of six so-called bottleneck positions within the sub-

ystems, i.e., positions where the failure of a single component inter-

upts the functioning of the entire subsystem, while components of type

 occupy only three of these positions. This results in a higher influ-

nce of component type 1 on the functionality of the subsystems and

hus ultimately in a higher influence on overall system resilience. Ac-

ordingly, the quality of reliability improvement of component type 1

s more relevant than that of component type 2. Looking at the proba-

ilistic structure of the components, it is noticeable that the failure rate

eduction for components of type 2 is greater than for components of

ype 1, i.e., the increase in reliability improvement for type 2 proba-

ilistically generates a higher surplus value compared to improvements

f type 1. However, this obviously cannot balance the influence gra-

ient between both types and thus underlines the critical topological

mportance of type 1 components. 

The design, maintenance and optimization of complex systems is

ypically restricted by economic limitations. It is crucial for decision-
71 
aking to be able to take these monetary constraints into account. As-

uming the arbitrary base prices in Table 2 , the most cost-effective ac-

eptable endowment 𝐴̂ is specified by a reliability improvement con-

guration of 𝑟𝑒𝑙 𝑖 = 8 for 𝑘 𝑖 = 1 and 𝑟𝑒𝑙 𝑖 = 4 for 𝑘 𝑖 = 2 for the respective

omponents. In Fig. 9 , the corresponding configuration is highlighted.

ote that due to the monotonicity of the input-output model and the

onotonically increasing endowment costs, the most cost-efficient en-

owment can only be located on the dominant vertices of the Pareto

ront. Therefore, only these configurations need to be examined in terms

f cost. The final cost results from Eq. (24) as 𝑐𝑜𝑠𝑡 ( ̂𝐴 ; 𝑧 ) = 372 695 €. 
Due to the utilization of the grid search algorithm, the numerical ef-

ort required to compute 𝑅 ( 𝑌 ) is reduced. Only 23% of all possible con-

gurations of reliability improvement values need to be evaluated. This

eduction effect scales with the size and dimensionality of the endow-

ent search space. By means of the novel resilience decision-making

ethod, the considered complex system could be reduced from its en-

irety of 106 individual components to 14 components on the top-level

ith respect to the resilience analysis and the associated identification of

ll acceptable endowment configurations, which drastically reduces the

omputational effort. Nevertheless, all 106 components and their influ-

nce were considered by incorporating and propagating the subsystems’

urvival functions. Again, this effect scales with increasing complexity

nd size of the investigated systems. 

. U-Bahn and S-Bahn system of Berlin 

About two thirds of the total of 1.5 billion passengers per year

re transported by Berlin’s subway U-Bahn and suburban trains S-

ahn [62,63] , making these two transport services the most used means

f public transport in Berlin and thus of utmost importance for the Ger-

an capital. Key infrastructures that are of such significant social and

conomic relevance to modern societies obviously and inevitably need

o be as resilient as humanly possible. The applicability of the method-

logy developed in this work to large complex systems is demonstrated

n a comprehensive model of the Berlin U-Bahn and S-Bahn system.

he objective is to identify suitable resilience-enhancing properties for

ll stations in the system, taking into account monetary constraints. This

llows the characterization of acceptable endowments for the system in

erms of reliability, robustness, and recoverability. This approach can

e applied not only to any phase during the life cycle of existing sys-
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Fig. 10. Topological network for the Berlin metro system. 
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p  
ems, but also to systems in the design phase, in order to optimize their

esilience. 

.1. Model 

Berlin’s U-Bahn and S-Bahn systems are highly interconnected sys-

ems that are linked by numerous stations. According to [64] , they

ay therefore be considered as a unified system, hereafter referred to

s “metro system ”. In [20] the authors apply their introduced approach

or resilience decision-making to a model of the Berlin metro system. In

rder to demonstrate the wide applicability and efficiency of the pro-

osed methodology developed in this work, this model is considered,

xtended and adapted by means of substructuring, and an efficient and

ultidimensional resilience decision-making analysis is conducted. 

In [65] , Zhang et al. proposed how mapping of metro networks into

opological graphs can be conducted. Based on this, the Berlin metro sys-

em consists of 306 nodes for 306 metro stations and 350 edges for 350

onnections between these stations. For simplicity, parallel connections

re mapped to single edges in the model, and are assumed to be undi-

ected. These assumptions reduce the complexity of the metro system.

ig. 10 illustrates the graph representation. 

The functionality of systems depends on the functionality of its com-

onents. However, the functionality of these components often depends

gain on the functionality of a variety of subcomponents, etc. A major

hallenge in modeling is therefore determining an appropriate level of

etail. 

The resilience decision-making methodology proposed in this paper

llows for the incorporation of such subsystem structures by live prop-

gation of corresponding reliability characteristics up to the top-level.
72 
herefore, for the resilience analysis of the metro system, each metro sta-

ion is modeled as a subsystem with own functionality and performance

unction. Again, for illustrative purposes and sake of convenience, as-

ume that there is only one level of subsystems, i.e., 𝑙 = 𝐿 = 1 , and thus

 

𝑠 = ( 𝑠 1 , 𝑠 2 , … , 𝑠 306 ) ,  1 𝑗 =  𝑗 and 𝜆
𝑠 1 
𝑗 ( 𝑡 ) = 𝜆𝑠 𝑗 ( 𝑡 ) with 𝑛 = 306 subsystems

espectively metro stations. 

In terms of reliability modeling, subcomponents could correspond

o structural elements, such as stairs, columns, ceilings, station rails as

ell as electric facilities, such as railway power supply, elevators, esca-

ators, ventilation plants, information systems and illuminations. These

ubcomponents can be subdivided in terms of their functionality and

elevance to the metro station, such as in rail operations related compo-

ents and user accessibility related components. For illustrative purpose,

he analysis is restricted to reliability modeling of metro stations. There-

ore, functional models are defined for the metro station subsystems that

re, as in the previous case study, formally RBDs. Again, a subsystem

 𝑗 is considered to be functional if a connection from start to end ex-

sts and non-functional if this connection is interrupted, i.e., 𝑠 𝑗 ∈ {0 , 1}
𝑗 ∈ {1 , … , 306} . Fig. 10 illustrates three of these subsystems for three

ifferent metro stations as an example. The metro stations are classified

nto 𝐵 = 6 types, depending on the number of their connections to di-

ect neighbors, i.e., stations with only one connection form subsystem

ype 1, stations with two direct neighbors form subsystem type 2, etc.

or the analysis, each subsystem is assumed to be characterized by an

ndowment property, that is the recovery improvement 𝑟𝑒𝑐, such that

 metro station 𝑗 with type 𝑏 𝑗 is described by (  𝑗 ; 𝑏 𝑗 ) = ( 𝑟𝑒𝑐 𝑗 ; 𝑏 𝑗 ) . Note,

hat the recovery improvement 𝑟𝑒𝑐 𝑗 of each metro station is assumed to

e a function of the station type 𝑏 𝑗 , i.e., 𝑟𝑒𝑐 𝑗 = 𝑟𝑒𝑐 𝑗 ′ if 𝑏 𝑗 = 𝑏 𝑗 ′ . For sim-

licity, it is assumed that each metro station of a type is represented by
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Fig. 11. Representation of the 𝐵 = 6 station types of the Berlin metro system. 

Fig. 12. Number of individual metro stations per type. 
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he same RBD. Fig. 11 displays the structure of all six subsystem types

nd Fig. 12 tabulates the number of individual metro stations per type.

Depending on the type and thus with increasing complexity related

o the number of direct neighbors, also known as node degree, the sub-

ystems consist of four up to twenty-one components. Taking into ac-
73 
ount the information from Fig. 12 , the overall system therefore consists

f a total of 𝑚 = 2776 considered individual components. 

The components are classified into 𝐾 = 4 types 𝑘 𝑖 ∈ {1 , 2 , 3 , 4} ∀𝑖 ∈
1 , … , 2776} . For the analysis, each component is assumed to be charac-

erized by an endowment property, that is the reliability improvement

𝑒𝑙, such that a component is fully described by ( 𝑎 𝑖 ; 𝑘 𝑖 ) = ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) . Note,

hat the reliability improvement 𝑟𝑒𝑙 𝑖 of each component is assumed to

e a function of the component type 𝑘 𝑖 , i.e., 𝑟𝑒𝑙 𝑖 = 𝑟𝑒𝑙 𝑖 ′ if 𝑘 𝑖 = 𝑘 𝑖 ′ . Fur-

her, each component is characterized by a specific time-dependent fail-

re behavior. For the purpose of proof of concept and applicability, for

omponent type 1 and 3, i.e., 𝑘 𝑖 = 1 and 𝑘 𝑖 = 3 , exponential distributions

re considered according to Eq. (21) and Eq. (22) . For component type

 and 4, i.e., 𝑘 𝑖 = 2 and 𝑘 𝑖 = 4 , two parametric gamma distributions are

onsidered. The cumulative distribution function of the gamma distri-

ution can be derived based on its probability density function that is

iven in terms of the rate parameter 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 ) depending on the current

eliability endowment value 𝑟𝑒𝑙 𝑖 of component 𝑖 of type 𝑘 𝑖 as 

( 𝑡 ; 𝛼𝑖 , 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 )) = 

𝑡 𝛼𝑖 −1 𝑒 − 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 ) 𝑡 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 ) 𝛼𝑖 
Γ( 𝛼 ) 

, (25)

𝑖 
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Table 4 

Parameter values for the resilience decision-making method on the metro 

system of Berlin. 

Parameter Scenario 

Acceptance threshold 𝛼 0.99 

Length of time step Δ𝑡 0.05 

Number of time steps 𝑢 200 

Maximum time 𝑇 10 

Shape parameter gamma distribution 𝛼𝑖 𝛼𝑖 = 1 . 2 for 𝑘 𝑖 = 2 
𝛼𝑖 = 2 . 6 for 𝑘 𝑖 = 4 

Maximum failure rate 𝜆𝑖, max 𝜆𝑖, max = 0 . 34 for 𝑘 𝑖 = 1 
𝜆𝑖, max = 0 . 43 for 𝑘 𝑖 = 2 
𝜆𝑖, max = 0 . 36 for 𝑘 𝑖 = 3 
𝜆𝑖, max = 0 . 66 for 𝑘 𝑖 = 4 

Failure rate reduction Δ𝜆𝑖 Δ𝜆𝑖 = 0 . 03 for 𝑘 𝑖 = 1 
Δ𝜆𝑖 = 0 . 04 for 𝑘 𝑖 = 2 
Δ𝜆𝑖 = 0 . 034 for 𝑘 𝑖 = 3 
Δ𝜆𝑖 = 0 . 051 for 𝑘 𝑖 = 4 

Reliability improvement 𝑟𝑒𝑙 𝑖 𝑟𝑒𝑙 𝑖 ∈ {1 , … , 10} for 𝑘 𝑖 ∈ {1 , … , 4} 
Reliability improvement price 𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) 

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ;1) 
= 100 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ;2) 
= 200 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ;3) 
= 200 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ;4) 
= 400 €

Maximum recovery time 𝑟 𝑚𝑎𝑥 22 

Recovery improvement 𝑟𝑒𝑐 𝑗 𝑟𝑒𝑐 𝑗 ∈ {1 , … , 10} 
Recovery improvement price 𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ; 𝑏 𝑖 ) 

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ;1) 
= 100 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ;2) 
= 200 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ;3) 
= 300 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ;4) 
= 400 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ;5) 
= 500 €

𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ;6) 
= 600 €

Sample size 𝑁 500 
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or 𝑡, 𝛼𝑖 , 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 ) > 0 , where 𝛼𝑖 is the shape parameter, 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 ) is the rate

arameter, and Γ( 𝛼𝑖 ) is the well-known Gamma function. Consequently,

he cumulative distribution function can be obtained by integration and

ith respect to the current endowment of component 𝑖 it can be formu-

ated as 

 ( 𝑡 ; 𝛼𝑖 , 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 )) = ∫
𝑡 

0 
𝑓 ( 𝑢 ; 𝛼𝑖 , 𝜆𝑖 ( 𝑟𝑒𝑙 𝑖 )) 𝑑𝑢. (26)

𝑖 ( 𝑟𝑒𝑙 𝑖 ) is again a function of the component specific reliability improve-

ent and given by Eq. (22) . 

In order to perform a resilience analysis, the definition of an appro-

riate system performance measure for the metro system is imperative.

s in [65] and [20] , in this case study, the so-called network efficiency

 𝑓 is adopted as the relevant performance measure, i.e., 𝑄 ( 𝑡 ) = 𝐸 𝑓 ( 𝑡 ) .
hang et al. justified in [65] their choice by stating that connectivity be-

ween individual metro stations is an essential criterion for evaluating

etro operations. As described by Latora and Marchiori in [66] , net-

ork efficiency is a quantitative indicator of network connectivity and

s defined as: 

 𝑓 = 

1 
𝑛 ( 𝑛 − 1) 

∑
𝑢 ≠𝑣 

1 
𝑑 𝑢𝑣 

(27)

ith 𝑛 the number of subsystems, i.e., metro stations in the network and

 𝑢𝑣 the path length between metro station 𝑢 and metro station 𝑣 , i.e., the

hortest distance between these stations. A comprehensive overview of

lgorithms to efficiently determining the path length 𝑑 𝑢𝑣 between sta-

ions, such as the algorithms of Floyd, Dijkstra’s, or Bellman-Ford, is

rovided in [67] and [68] . 

The simulation procedure corresponds to that from the previous case

tudy and the failure probability of a subsystem  𝑗 , i.e., metro station,

n the time interval ( 𝑡 ℎ , 𝑡 ℎ +1 ) is defined by Eq. (23) . Unlike in the previ-

us case study, a failed metro station is not entirely removed from the

ystem, but remains in the set of metro stations; however, their node

egree becomes 0, i.e., all existing connections to direct neighbors are

emoved. This assumption is essential, as the computation and inter-

retation of the system performance network efficiency depends on the

umber of nodes. The case study therefore relies on the fact that the

umber of nodes is constant. 

If a subsystem  𝑗 failed, its functionality is assumed to be immedi-

tely and fully recovered after a certain number of time steps 𝑟 : 

 = 𝑟 max − 2 ⋅ 𝑟𝑒𝑐 𝑗 with 𝑟𝑒𝑐 𝑗 < 𝑟 max , (28)

here 𝑟𝑒𝑐 𝑗 is the recovery improvement specific to the station  𝑗 and

 𝑚𝑎𝑥 is an upper bound for number of time-steps for recovery. After re-

overy, all previous connections to other metro stations are assumed to

e restored, unless these are in a state of failure. As each time-step has

 specific length of Δ𝑡 = ( 𝑇 ∕ 𝑢 ) , the duration of the recovery process is

 ⋅ ( 𝑇 ∕ 𝑢 ) . Again, this recovery model corresponds to a one-step recov-

ry profile and as mentioned before, various alternative characteristic

rofiles of recovery are possible as well. A repaired station and thus all

omponents of the station are assumed to be in a as-new original con-

ition after repair. This is an assumption for the sake of demonstration,

nd deviating states are possible. After recovery, the survival function

f a metro station is time-zeroed, such that the resulting failure rate per

imulation step 𝜆𝑠 𝑗 ( 𝑡 ℎ ) evolves over time equivalent to that of a station

n new condition. 

.2. Costs of endowment properties 

The improvement of both endowment properties, “reliability im-

rovement ” and “recovery improvement ”, is inevitably associated with

osts. Again, exponential relationships between total costs and improve-

ents are assumed: 

 𝑜𝑠𝑡 𝑟𝑒𝑙 = 

2776 ∑
𝑖 =1 

𝑝𝑟𝑖𝑐 𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) 
⋅ 1 . 2 ( 𝑟𝑒𝑙 𝑖 −1) , (29)
74 
here 𝑟𝑒𝑙 𝑖 is the reliability improvement value of component 𝑖 , 𝑘 𝑖 its

ype and 𝑝𝑟𝑖𝑐𝑒 𝑟𝑒𝑙 ( 𝑟𝑒𝑙 𝑖 ; 𝑘 𝑖 ) 
an arbitrary common basic price. Accordingly an

xponential relationship is assumed for the total cost associated with

ecovery improvement: 

 𝑜𝑠𝑡 𝑟𝑒𝑐 = 

306 ∑
𝑗=1 

𝑝𝑟𝑖𝑐 𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ; 𝑏 𝑗 ) 
⋅ 1 . 2 ( 𝑟𝑒𝑐 𝑗 −1) , (30)

here 𝑟𝑒𝑐 𝑗 is the recovery improvement value of station 𝑗, 𝑏 𝑗 its type and

𝑟𝑖𝑐𝑒 𝑟𝑒𝑐 ( 𝑟𝑒𝑐 𝑗 ; 𝑏 𝑗 ) 
an arbitrary common basic price. The total cost 𝑐𝑜𝑠𝑡 ( 𝐴 ; 𝑧 ) , ( 𝐷; ℎ ) 

f an endowment is the sum of these costs: 

 𝑜𝑠𝑡 ( 𝐴 ; 𝑧 ) , ( 𝐷; ℎ ) = 𝑐 𝑜𝑠𝑡 𝑟𝑒𝑙 + 𝑐 𝑜𝑠𝑡 𝑟𝑒𝑐 . (31)

In practice, it is crucial to include the economic aspects of failure

nd recovery processes in detail in the resilience assessment. Mitigat-

ng resilience losses through system improvements imposes direct costs

n stakeholders, such as improving component properties. Note, how-

ver, that for a comprehensive analysis, it is important to also consider

ndirect costs to the affected population and businesses, when the per-

ormance of a key system declines, as stated in [28] . Further, it is rea-

onable to incorporate the subjective preferences of stakeholders into

he resilience assessment, as suggested in [27] . These considerations

ave the potential to significantly influence the outcome of a resilience

ecision-making process. Therefore, they should be integrated into the

roposed methodology in future work by including additional cost con-

itions and discount rates for the corresponding deterioration and re-

overy sequences. 

.3. Scenario 

In order to apply the resilience decision-making method to the Berlin

etro system illustrated in Fig. 10 , the model parameter and simula-

ion parameter values, shown in Table 4 , are considered. The recovery

mprovement 𝑟𝑒𝑐 𝑗 is explored over 𝑟𝑒𝑐 𝑗 ∈ {1 , … , 10} ∀𝑗 ∈ {1 , … , 306} ,
ut considered to be equal for each station, regardless of the type 𝑏 𝑗 .
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Table 5 

Non-trivial survival signature values of stations with 𝑏 𝑗 = 2 of the metro system, 

shown in Fig. 11 . 

𝑙 1 𝑙 2 𝑙 3 𝑙 4 Φ
(
𝑙 1 , … , 𝑙 4 

)
2 2 1 1 1/4 

2 1 1 2 1/4 

2 2 2 1 3/8 

2 2 1 2 3/8 

2 1 2 2 3/8 

3 2 1 1 1/2 

2 3 1 1 1/2 

2 1 3 1 1/2 

3 1 1 2 1/2 

2 3 1 2 1/2 

2 1 1 3 1/2 

2 2 1 3 1/2 

2 3 1 3 1/2 

2 2 2 2 9/16 

3 2 2 1 3/4 

2 3 2 1 3/4 

2 2 3 1 3/4 

3 2 1 2 3/4 

3 1 2 2 3/4 

2 3 2 2 3/4 

2 1 3 2 3/4 

2 1 2 3 3/4 
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Fig. 13. The set of all accepted endowments 𝑅 ( 𝑌 ) evaluated via the 5D grid 

search algorithm for the Berlin metro system with explored reliability improve- 

ment and recovery improvement values. 
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i  
he reliability improvement 𝑟𝑒𝑙 𝑖 again is explored over 𝑟𝑒𝑙 𝑖 ∈ {1 , … , 10}
𝑖 ∈ {1 , … , 2776} for 𝑘 𝑖 ∈ {1 , … , 4} . 

In a pre-processing step, the survival signatures of all 306 metro sta-

ions are determined. As an example, Table 5 illustrates the non-trivial

urvival signature values, i.e., Φ
(
𝑙 1 , … , 𝑙 4 

) ≠ 0 and Φ
(
𝑙 1 , … , 𝑙 4 

) ≠ 1 , of

tation type 2 of the metro system. Then, the set of all acceptable endow-

ent configurations 𝑅 ( 𝑌 ) , corresponding to a resilience value of at least

𝑒𝑠 = 0 . 99 over the considered time period, is determined according to

lgorithm 4.3. Further, as any improvement of the system components

nd stations is associated with costs, the most cost-efficient acceptable

ndowment, denoted by the tuple ( 𝐴̂ , 𝐷̂ ) , is determined. 

In Fig. 13 the results of the grid search algorithm are illustrated. It

hows the accepted endowments contained in 𝑅 ( 𝑌 ) , i.e. all combinations

hat lead to a satisfying resilience of the metro system. It is clearly visi-

le that type 1 components as well as the recovery improvement of the

etro stations have the greatest influence and thus the highest impor-

ance for the metro system. Only endowments with a reliability improve-

ent of at least 𝑟𝑒𝑙 𝑖 = 8 for type 1 components and endowments with a

ecovery improvement for all metro stations of at least 𝑟𝑒𝑐 𝑗 = 8 lead to

 system resilience meeting the acceptance criterion. In addition, type 2

omponents are of considerable relevance. Here, only endowments with

 reliability improvement of at least 𝑟𝑒𝑙 𝑖 = 6 are acceptable. The reliabil-

ty improvements of type 3 and 4 components, on the other hand, are of

ess significance. For both types of components, there are numerous ac-

eptable configurations that include minimum reliability improvement

alues for one of these types. 

These results again prove to be plausible, as in the previous case

tudy, upon closer examination of the topological structures of the metro

ystem and its subsystems. Several U-Bahn and S-Bahn lines start and

nd in long chains of directly interconnected type 2 stations, see Fig. 10 .

he resilience analysis of the Berlin metro system published in [20] re-

ealed that especially an interruption of these chains has a major nega-

ive impact on the network efficiency and thus on the resilience of the

etro system. Accordingly, the importance of type 2 stations is partic-

larly high not only due to their multiplicity in the system, but due

o their topological contribution in terms of connectivity as well. Conse-

uently, components of this station type have a significant impact on the
75 
esilience of the overall system. An examination of the type 2 subsystem

odel, see Fig. 11 , shows that type 1 components take on a predominant

osition. Once both type 1 components in this subsystem fail, the entire

etro station fails. No other components of a single type can cause this

n station type 2. 

The significant influence of type 2 components can easily be ex-

lained by examining the type 3 and 5 station systems, see again Fig. 11 .

f all stations, only here bottleneck positions exist, where the failure of

 single component interrupts the functioning of the entire station. Both

f these positions, in type 3 and type 5 stations, are occupied by type 2

omponents. Since both station types have three and five direct connec-

ions to other stations, they can be considered to be particularly inter-

onnected and thus of high relevance to network efficiency and thus of

igh relevance to system resilience. 

Type 3 and 4 components, on the other hand, do not occupy any

articularly significant positions in the stations’ systems. This explains

heir low influence. The enormous influence of the recovery improve-

ent is intuitively explainable. As resilience is established via the in-

egral of the actual system performance, each recovered metro station

ontributes directly and immediately to the network efficiency and thus

o the resilience of the system. Therefore, improvement of this property

esults in an immediate and intuitive increase in resilience. 

Assuming the arbitrary base prices in Table 4 , the most cost-efficient

cceptable endowment ( 𝐴̂ , 𝐷̂ ) results from a reliability improvement

onfiguration of 𝑟𝑒𝑙 𝑖 = 10 for 𝑘 𝑖 = 1 , 𝑟𝑒𝑙 𝑖 = 9 for 𝑘 𝑖 = 2 , 𝑟𝑒𝑙 𝑖 = 7 for 𝑘 𝑖 = 3 ,
𝑒𝑙 𝑖 = 2 for 𝑘 𝑖 = 4 for components of type 1 to 4 and a maximum re-

overy improvement configuration of 𝑟𝑒𝑐 𝑗 = 10 for 𝑏 𝑗 ∈ {1 , 2 , 3 , 4} , i.e.,

ll stations, regardless of their type. In Fig. 14 , the corresponding con-

guration is highlighted. Due to the monotonicity of the input-output

odel and the assumed monotonically increasing endowment costs,

nly the endowment configurations on the dominant vertices of the

areto front have to be examined for the identification of the most cost-

fficient endowment. Therefore, only these endowment configurations

re shown in Fig. 14 . The resulting costs are given by Eq. ( 29,30,31 )

ith 𝑐𝑜𝑠𝑡 ( ̂𝐴 , ̂𝐷 ) = 1 700 829 e + 361 185 e = 2 062 014 €. 
Due to the utilization of the grid search algorithm, the computational

ffort could be significantly reduced in this case study as well – only

 . 159% of all potential endowment configurations had to be examined

n order to assign a distinct state to each configuration in the search
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Fig. 14. Dominant Pareto front endowments of the 5D grid search algorithm for 

the Berlin metro system with explored reliability improvement and recovery im- 

provement values and the most cost-efficient endowment ( ̂𝐴 , 𝐷̂ ) is highlighted. 
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pace as accepted or not accepted. By means of the novel approach,

he metro system could be reduced from its entirety of 2776 individ-

al components to 306 components on the top-level with respect to the

esilience analysis, drastically reducing the computational effort. Never-

heless, all 2776 components and their influence were considered. As in

he case study of the axial compressor, not only the most cost-efficient

ndowment configuration can be identified but also investigations on

onfigurations that are below certain budget limits can be conducted. 

Note that, in this case study, as well as in the previous ones, various

omplexity variations such as so-called cascading failures, see [69–71] ,

re possible to implement due to the time-step-accurate simulation. In

he case of infrastructure systems, e.g., the increasingly frequent natural

isasters can thus be considered, that typically have an impact as lo-

al phenomena and affect stations that are geographically close to each

ther. It has already been shown in [20] that these can be taken into

ccount in the resilience decision-making analysis of infrastructure sys-

ems. 

. Conclusion and outlook 

This paper addresses the challenge of efficient multidimensional

ecision-making for complex and substructured systems between

esilience-influencing parameters. By merging an extension of the re-

ilience framework proposed in [20] with the survival signature, an ef-

cient and novel methodology is derived. The approach allows for di-

ect comparison of the impact of heterogeneous controls on system re-

ilience, such as failure prevention and recovery improvement arrange-

ents, both during the design phase as well as during any phase in the

ife cycle of already existing complex systems. 

Due to the time-step accurate simulation of the system performance

n system level during the resilience analysis, complexity extensions

uch as cascading failures and other dependency structures can be con-

idered without difficulties. The new methodology has a high numeri-

al efficiency. The majority of the endowment properties examined af-

ect the probability structure of the system components. The numerous

hanges in the probability structure caused by constantly changing en-

owment properties during the resilience analysis can be ideally cov-

red with minimal effort due to the separation property of the survival

ignature. 
76 
The novel approach includes a substructuring approach for large,

omplex systems. This and the integration of the survival signature allow

or the propagation of subsystem reliabilities through any number of

ystem levels to the top-level and lead to a significant reduction of the

omputational load. This way, and with the extension of the adapted

ystemic risk measure, it is now possible to analyze systems with a large

umber of components in terms of their resilience. 

Monetary restrictions can easily be included in the analysis. More

recisely, not only the most cost-efficient, accepted endowment is iden-

ified, but subsets of the set of all accepted endowments below defined

rice levels can be formed. Budget limits can thus be specifically taken

nto account in the decision-making process. 

The methodology is applied to three entirely distinct systems: A func-

ional model of a multistage high-speed axial compressor, an arbitrary

ystem consisting of numerous subsystems and components and a com-

rehensive substructured model of the metro system of Berlin, proofing

ide and general applicability. All results obtained are plausible with

he corresponding assumed model parameters. Note, that the approach

an be utilized to systems of any kind. 

In the development of our proposed methodology, some simplifying

ssumptions were made that do not accurately reflect reality. However,

he authors strongly believe that the presented approach can be consid-

red as a meaningful core development that, for a reality-based applica-

ion on highly multifactorial systems, such as cyber-human-physical sys-

ems, should be combined with future as well as existing developments

o ensure an efficient and comprehensive resilience decision-making

nalysis taking into account all technical and monetary aspects of mod-

rn socities. 

Future work will address the incorporation of various existing ex-

ensions of the concept of survival signature, such as accounting for

ncertainty and propagating it toward imprecise system resilience and

onsidering multiple state or continuous component functionality. Fur-

her, future work regarding multidimensional parameter spaces must

eal with the limitations in computing time and storage capacity in or-

er to enable application to even higher-dimensional problems. Namely,

echniques such as advanced sampling methods, e.g. Subset Simulation,

ee [72] , must be investigated to further reduce numerical effort. 
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