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ABSTRACT

We investigate legal concerns in privacy calculus, which are currently not given enough attention
in privacy research. Legal aspects can lead to liability issues in various information systems
scenarios such as bring your own device (BYOD) in the workplace. To analyze the impact of legal
concerns in privacy calculus, we conducted a quantitative study by surveying 542 employees from
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three countries: United States, Germany, and South Korea. Building on our research model to test
our hypothesized relationships, structural equation modeling was employed. Our findings provide
recommendations for multinational organizations to mitigate legal concerns in privacy calculus.
A comparison of the three countries reveals that employees from the United States and South
Korea place greater emphasis on legal concerns compared to German employees. We develop an
understanding of employees’ concerns with liability issues, and how these affect their privacy

calculus in a BYOD context.

Introduction

In the last several decades, there has been considerable
discussion about privacy calculus, which explains that
individuals disclose their personal information if benefits
exceed risks, resulting in a risk—benefit trade-off analysis
of information disclosure.'* While several antecedents
of privacy concerns have been analyzed in the past,
including privacy experiences, privacy awareness, per-
sonality differences, demographic differences, as well as
culture and climate,” legal concerns have played an
underrated role so far. Although government regulation
through law enforcement has been in the focus of some
studies,® employees’ perceptions of liability issues have
been largely overlooked. A possible breach of personal
information emphasizes the importance of a potential
threat of legal action.” Therefore, BYOD is not only
a challenge of information technology (IT) but also the
concern of legal departments in organizations, because
both employees and organizations are concerned with
safeguarding themselves from liability issues.®

To investigate the role of legal concerns in privacy
calculus, we focus on the case of bring your own device
(BYOD), which has emerged with IT consumerization,’
achieving a rapid growth since 2012."° While IT con-
sumerization blurs the boundary between consumer
and business technologies,“ BYOD describes the use
of employees’ privately owned devices for work

purposes, e.g., to access corporate applications like
e-mail and databases, or to create, store and manage
corporate data.'? Therefore, the phenomenon of BYOD
is closely linked to the concept of IT consumerization.
The use of BYOD increases employees’ availability and
thus the flexibility and mobility of the workforce when
business needs occur."” This flexibility allows employees
to work from home or on the move with the result that
business continuity increases significantly. This has sub-
stantially gained importance due to the global corona-
virus disease 2019 (COVID-19) pandemic, which
requires staff to increasingly work from home.

On the downside, BYOD is causing a “unique set of
challenges for IT professionals”*®Y as it “redefines the
relationship between employees (in terms of consumers
of enterprise IT) and the IT organization.”'>®P"
Employees increasingly use their own devices and
choose their own software, e.g., mobile apps, Skype or
Dropbox, in addition to, or instead of, enterprise IT.'®
The “anytime, anywhere”!”®>*" mind-set of mobile
users favors the shift of employees’ expectations away
from traditional 9-to-5 office work toward flexible work
hours and work location, which drives employees to use
their mobile devices for work. This, in turn, alerts chief
information officers (CIOs) to potential security risks
for companies,'® such as the loss of devices that contain
sensitive corporate data, data contamination through
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malware intrusion, data theft, or loss of control over
corporate networks.'” Companies implement mobile
device management (MDM) solutions in order to
secure, monitor, manage, and support BYOD, which
facilitates to establish IT-enabled work arrangements.*
This concurrently allows companies to track employees’
locations during work and non-work hours, which
applications they have installed, and access personal
data such as private e-mails and private photos. To
that end, BYOD is prone to evoke employees’ concerns
about their privacy protection, which in turn hampers
companies’ BYOD strategies.

This raises the question of how organizations can
effectively alleviate employees’ privacy concerns, while
protecting their personal data from any misuse. While
the importance of legal concerns has been suggested
in prior research in a BYOD privacy context,”® there
is a lack of empirical investigation. In this paper, we
analyze how employees’ legal concerns affect their
privacy calculus of BYOD benefits and risks, which
influence their attitude and intention to use their own
mobile devices for work. Our analysis of employees’
BYOD legal concerns in a privacy calculus context
enables recommendations for CIOs to develop
BYOD strategies and policies. Since national culture
can play an important role in individuals’ behavior in
organizational settings,” we focus on the Anglo-
American, European, and Asian culture and select
three countries as typical examples for these cultures
with high BYOD diffusion rates: United States,
Germany, and South Korea.”>*> We enable CIOs to
address differences in BYOD strategies for global
operating companies. Our analysis contributes to
research on IT consumerization focusing on one spe-
cific form, i.e., BYOD, and empirically testing employ-
ees’ privacy calculus caused by companies’ security
measures, in our context the implementation of

Privacy calculus

Legal

concerns

BYOD
benefits

Figure 1. Research model.

MDM solutions. Our quantitative study focuses on
the following research question:

RQ: How do employees’ legal concerns affect their
privacy calculus of benefits and risks of using their
private mobile devices for work?

To address this research question, we develop our
hypotheses and explain our research design. After our
data collection, we conduct our data analysis and dis-
cuss the results of our structural equation modeling. We
deduct findings and implications, explain recommenda-
tions and present limitations, a further research agenda
and conclusions.

Research model and hypothesis development

We develop our research model and hypothesize rela-
tionships between legal concerns, BYOD benefits and
risks (privacy calculus), as well as BYOD attitude and
intention (Figure 1).

We build our empirical investigation on the privacy
calculus theory,” which has been widely used in informa-
tion systems (IS) research."**** In this regard, privacy is
defined as “the claim of individuals, groups, or institu-
tions to determine for themselves when, how, and to what
extent information about them is communicated to
others.”**®? To that end, privacy concerns are related
to a “possible loss of privacy as a result of information
disclosure.””®® In the context of BYOD, the privacy
aspect refers to employees’ concerns that private data
(e.g., e-mails, photos, GPS data, etc.) are exposed to the
employer. Miller et al.*® indicate that difficulties in con-
flict between private and organizational data occur if
employees use their private devices in an organizational

BYOD
attitude

BYOD
intention



context. Through the installation of MDM software, com-
panies are able to track employees’ personal information.

Since we are interested in the impact of legal concerns
on the privacy calculus, we first focus on the risks asso-
ciated with using private mobile devices for work. The
role of legal concerns in privacy-related risks has been
analyzed in other contexts, such as the Internet of
things,” augmented reality,® cloud computing,’ elec-
tronic health records,’? biometrics,>> or e-commerce.>*
In a BYOD context, we propose that employees’ concerns
with liability issues will hamper their BYOD adoption
through increased perceptions of privacy risks. In infor-
mation security research, the legal perspective is often
linked to privacy.”> From a privacy risk perspective,
employees worry that their legal position in a company
is threatened by exposing personal data to the employer
such as their location, private photos, or text messages.

From a regulatory perspective, South Korea has pub-
lished the Korean Personal Information Protection Act
(PIPA), which is designed to safeguard individuals’
rights and privacy by regulating the collection, proces-
sing, and use of their personal information.>® Similarly,
the European Union (EU) has implemented the General
Data Protection Regulation (GDPR) requiring measures
to protect EU citizens.”” In the United States, the
California Consumer Privacy Act (CCPA) has been
passed in June 2018, mirroring the EU’s GDPR.®
Nevada, New York, and Washington, DC followed
California’s CCPA.* Like the EU GDPR, the CCPA
focuses on the protection of citizens’ data and targets
all companies that handle any personally identifiable
information of California residents.

With regard to benefits from personal information
disclosure, there is scarce literature on the impact of legal
concerns on workplace-related benefits such as job perfor-
mance and productivity.** We propose that increased legal
concerns through the introduction of BYOD in the work-
place will evoke heightened stress, which will eventually
lead to decreased productivity. From a privacy calculus
perspective, we propose the following hypotheses:

H1: Employees’ legal concerns are positively related to
their perceptions of risks associated with the use of
BYOD mobile devices.

H2: Employees’ legal concerns are negatively related
to their perceptions of benefits associated with the use of
BYOD mobile devices.

Privacy risks are defined as “the degree to which an
individual believes that a high potential for loss is asso-
ciated with the release of personal information to

JOURNAL OF COMPUTER INFORMATION SYSTEMS (&) 3
a firm,”*®!%°Y whereas privacy benefits refer to the
anticipation that “individuals are assumed to behave in
ways that they believe will result in the most favorable
net level of outcomes.”*'®*** In our BYOD context, we
expect that employees will perceive a potential for loss of
their personal information to the employer through the
use of BYOD mobile devices due to the employer’s
ability to track their personal information through
MDM software, in turn affecting their technology
adoption.”” With regard to benefits in the context of
IT at the workplace, Davis* indicates that people are
motivated to use a system that helps them perform their
jobs. He explains that “people are generally reinforced
for good performances by raises, promotions, bonuses,
and other rewards.”****>”) These benefits are indicated
as perceived usefulness, which is defined as “the degree
to which a person believes that using a particular system
would enhance his or her job performance.”**®32%
According to several studies, BYOD entails advantages
for both employees and companies. For example, grant-
ing employees more privileges toward a more mobile
workplace can increase the overall productivity within
a company. Moreover, by allowing employees to choose
their mobile work devices, their individual efficiency
can be enhanced. A gain in employees’ productivity
and efficiency by higher job satisfaction can be the result
of increased personal freedom since employees can use
their preferred mobile devices in their favored locations
and time. We hypothesize that employees’ privacy cal-
culus of risks and benefits associated with the use of
BYOD mobile devices will affect their attitude:

H3: Employees’ perceived risks are negatively related
to the attitude toward using BYOD mobile devices.

H4: Employees’ perceived benefits are positively
related to the attitude toward using BYOD mobile
devices.

Attitude is defined as “an individual’s positive or negative
feelings (evaluative affect) about performing the target
behavior,”**®*%% which is considered to be the most
immediate antecedent of behavioral intention.*> Ajzen*®
defines behavioral intention as an indication “of how
hard people are willing to try, of how much of an effort
they are planning to exert, in order to perform the
behavior.”**®'®Y) In our context, employees’ attitude
will shape their intention to use BYOD mobile devices,
which eventually will decide whether employees are will-
ing to use their private mobile devices for work. While
other studies investigate a direct influence of privacy
concerns on the willingness to disclose personal
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information,”” we do not include that relationship for
two reasons: (1) in contrast to these studies, where priv-
acy concerns are situated on a more abstract level, we
measure privacy concerns related specifically in a BYOD
context, and (2) instead of information disclosure, our
interest at this stage is on employees’ usage of private
mobile devices within the companies.

H5: Employees’ attitude toward using BYOD mobile
devices is positively related to the intention to use such
devices.

Research design and results
Data collection

For our empirical analysis, we conducted a quantitative
study with participants from different countries (United
States, Germany, and South Korea) using an online
survey (via social networking sites, e-mail, and personal
recruitment through professional networking) and writ-
ten submissions. Ethics approval was not required for
this study because low-risk human research does not
require ethics approval in the country where the study
was conducted. We have chosen to examine differences
among these cultures to additionally offer recommen-
dations for global organizations, which comply with
cross-cultural communication. We selected mature
countries leading the IT sector: the United States as
a representative country for the Anglo-American cul-
ture, Germany on behalf of the Central European cul-
ture, and South Korea representing the Asian culture.
We found it suitable to compare these three nations due
to a similar growing trend of BYOD usage and a similar
share of mobile phone users.”*** In fact, BYOD is not
only an industry trend, but it has become integral to
enterprise-wide operations and IT organizations.

The first two questions of the survey were designed to
eliminate participants who were neither employed nor
privately owned a mobile device. These restrictions con-
cerning the target group allowed us to accurately mea-
sure the hypothesized constructs. To reduce bias, the
questionnaire was provided in the English, German, and
Korean languages (see Table Al in the Appendix for the
survey instrument). Prior to the main test, seven pretests
were conducted. The pretests were realized by means of
intensive discussions with the participants to receive
feedback concerning the validity and comprehensibility
of the survey questions. Multiple item constructs were
chosen using a five-point Likert scale, which ranged
from “strongly disagree” to “strongly agree.” The four

items for legal concerns were self-developed based on
McCrindle’s*® description of legal costs of conflict
between employer and employee. The six-item scale of
BYOD risks was used from Pavlou et al.,*” who origin-
ally measured information privacy concerns of e-com-
merce customers, which we adapted in a BYOD context.
BYOD benefits was measured with five items adapted
from Davis,”> who originally measured the perceived
usefulness of IT to enhance job performance. BYOD
attitude was measured with six items adapted from
Nysveen et al.>® and Taylor and Todd,”" and BYOD
intention was measured with three items adapted from
Venkatesh and Davis®* and Oliver and Bearden.”

In total, 542 participants (i.e., employees from
major cities in the United States, Germany, and
South Korea) produced usable data, with 210 from
the United States, 178 from Germany, and 154 from
South Korea; requiring 11 minutes and 21 seconds on
average to complete the survey. As shown in Table A2
in the Appendix, the responding participants (overall)
were well represented in gender, age, size of the
company, and industry, along with the participants’
knowledge of computers and IT, and information
sensitivity of the company. Nevertheless, there were
some differences in demographic distribution. For
example, more than half of the participants in the
United States and Germany were in their 20s, but
most Korean respondents were in their 30s and 40s.
Still, most of the participants from all three countries
reported that they were highly knowledgeable of com-
puters and IT (see Table A2). Regarding industry,
most German participants were working in IT, while
most Korean participants were working in manufac-
turing. The manufacturing sector ranges from handi-
craft to high-technological manufacturing and smart
applications play an increasing role in manufacturing.
To control potential bias, we (1) ex ante conducted
the survey based on random sampling, and (2) ex post
performed a correlation analysis. Results showed that
all correlations between the demographics and the
latent variables were lower than 0.145, indicating
very low correlations.”* The correlation analysis indi-
cated no confounding effects of the demographics on
the latent variables, which is why such a bias can be
excluded.

Data analysis

To test the research model, structural equation modeling
(SEM) was conducted using partial least squares (PLS) path
modeling with SmartPLS. SEM provides the ability to
model relationships among multiple predictor and multi-
ple criterion variables, which is why SEM is appropriate for



analyzing multivariate models.”” In contrast to covariance-
based SEM (CB-SEM), overall model fit indices such as the
goodness of fit index (GFI) or the root mean square error of
approximation (RMSEA) are not available in PLS-SEM,
where the predictive validity is assessed by examining the
R? and the structural paths.”>>” All indicators were mod-
eled as being reflective of their respective constructs.
Concerning the predictiveness of the model, factor loadings
must be “atleast 0.60 and ideally at 0.70 or above, indicating
that each measure is accounting for 50% or more of the
variance of the underlying LV [latent variable].”**®" The
measurement items in our model loaded between 0.712
and 0.951 on their respective constructs (see Table 1 for
factor loadings), thus demonstrating adequate reliability.
The internal consistency of the scales was validated with the
analysis of Cronbach’s alpha ranging from 0.893 to 0.949,
and composite reliability (CR) ranging from 0.926 to 0.961.
To establish acceptable model reliability, the recommended
values for construct reliability are above 0.70°; the internal
consistency criteria are therefore met. Average variance
extracted (AVE) ranged from 0.721 to 0.878, Fornell and
Larcker™® recommend a lower limit of 0.50 for convergent
validity.

To assess discriminant validity, we observed cross-
loadings in the model and examined the Fornell-Larcker
criterion. Accordingly, all items must load higher on their
constructs than any cross-loadings on other constructs,
and the square root of each construct’s AVE must be
greater than its highest correlation with any other
construct.”” In all cases, the items loaded higher on their
construct than they loaded on any other construct, and
the differences were greater than 0.10, with most of them

Table 1. Loadings and cross loadings of measures.

LEG RISK BEN ATT INT
LEG1 0.797 0.500 —-0.058 —-0.181 -0.174
LEG2 0.818 0.429 —0.082 —-0.202 —-0.182
LEG3 0.936 0.570 -0.017 -0.207 —-0.222
LEG4 0.926 0.565 —-0.023 -0.194 —-0.208
RISK1 0.509 0.883 -0.016 -0.196 —-0.234
RISK2 0.479 0.894 —0.004 -0.217 —-0.249
RISK3 0.508 0.908 —0.050 -0.223 -0.190
RISK4 0.471 0.884 —0.060 -0.213 —-0.223
RISK5 0.569 0.712 -0.125 -0.270 -0.206
RISK6 0.468 0.795 —-0.015 —-0.160 —-0.148
BEN1 —-0.068 —0.068 0.899 0.529 0.465
BEN2 -0.060 -0.061 0.934 0.554 0.443
BEN3 —0.000 -0.017 0.924 0.515 0.415
BEN4 —-0.058 -0.040 0.911 0.522 0.440
BEN5 -0.029 -0.070 0.888 0.511 0.427
ATT1 -0.188 -0.235 0.518 0.923 0.647
ATT2 -0.233 -0.209 0.529 0.897 0.619
ATT3 -0.180 —-0.204 0.529 0.925 0.655
ATT4 -0.123 -0.152 0.534 0.855 0.592
ATT5 -0.208 -0.270 0.495 0.889 0.638
ATT6 —-0.254 —0.285 0.479 0.846 0.748
INT1 -0.214 -0.234 0.447 0.683 0.951
INT2 -0.218 -0.226 0.436 0.655 0.949
INT3 -0.206 -0.236 0.467 0.719 0.910
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Table 2. Correlation matrix.
LEG RISK BEN ATT INT
0.871

Legal concerns (LEG)

BYOD risks (RISK) 0.597 0.849

BYOD benefits (BEN) ~ —0.048  —0.057  0.912

BYOT attitude (ATT) -0224 0256 0578  0.889

BYOT intention (INT)  —-0.227  —-0.248  0.481 0.734  0.937

greater than 0.19 (see Table 1 for loadings and cross
loadings). Table 2 provides the correlation matrix with
correlations among constructs and the square root of the
AVE on the diagonal. The square root of the AVE for
each construct is larger than the correlation of the con-
struct with all other constructs in the model and the
Fornell-Larcker criterion is met. Overall, the analysis of
the data showed that reliability and validity quality cri-
teria were met for our self-developed construct of legal
concerns, as well as for the constructs of BYOD risks,
benefits, attitude, and intention, where we adapted items
from pre-validated measures.

Structural equation modeling

The hypotheses were tested by analyzing the structural
equation modeling. By looking at the R* value, which
explains the variance of the respective constructs, the
explanatory power of the structural equation modeling
can be evaluated. Figure 2 shows the results of the struc-
tural equation modeling for the combined data set
including all three countries.

Legal concerns are found to be significantly influ-
encing BYOD risks (B =0.597, t=18.605) and HI is
supported by our results. However, there is no sig-
nificant impact of legal concerns on BYOD benefits
(B=-0.048, t=1.032), therefore, we could not find
evidence to support H2. BYOD attitude is signifi-
cantly influenced by BYOD risks (f=-0.224, t=
5.929) and BYOD benefits (p =0.565, t=16.236),
supporting H3 and H4. Further, BYOD attitude is
found to be significantly influencing BYOD intention
(B=0.734, t=29.850) and H5 is supported.

To have a differentiated view of the differences
between the three countries, we split the combined
data set in a data set for the United States, Germany,
and South Korea (see Table 3 showing the results for
each country separately). Most interestingly, South
Korea has the largest impact of legal concerns on
BYOD risks. However, perceived risks of Korean
employees are not significantly influencing their
BYOD attitude. While BYOD benefits outweigh
risks in all three countries, the discrepancy of the
privacy calculus is larger in Germany and South
Korea compared to the United States.
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i Privacy calculus !

HI. 0.597%**

R*=0.356

Legal
concerns

H2.-0.048 BYOD

benefits

i R?=0.002

Figure 2. Results of structural equation modeling (combined da

Table 3. Results of structural equation modeling (split data set).

H4. 0.565%**

ta set).

H3.—0.224%**

BYOD
attitude

R?=0.384

H5. 0.734%**

BYOD
intention

R?=0.538

Path significance: * p < 0.05, ** p <0.01, *** p <0.001

USA GER KOR
Path B t B t B t
LEG — RISK 0.673%** 14.828 0.438%** 6.779 0.7071%*** 17.437
LEG — BEN -0.072 1.092 -0.055 0.606 ~0.120 1511
RISK — ATT —0.376%** 6.327 —0.182** 2.838 —0.039 0.548
BEN — ATT 0.440%** 7.422 0.653%** 13.416 0.522%** 6.761
ATT — INT 0.681%** 14.750 0.880%** 47.249 0.582%** 9.939

Path significance: *p < .05, **p <.01, ***p < .001.

Discussion
Implications for research

Since our focus is on employees’” privacy, we use the
cultural dimensions to explain the discrepancy of the
privacy calculus between the three cultures. As sug-
gested by Hofstede et al.,”” the United States is
a highly individualist country (culture index: 91)
compared to Germany (67), and South Korea (18)
which represents the more collectivist culture.
Individualist cultures represent “societies in which
the ties between individuals are loose: everyone is
expected to look after him- or herself and his or her
immediate family. Collectivism as its opposite per-
tains to societies in which people from birth onward
are integrated into strong, cohesive in-groups, which
throughout people’s lifetime continue to protect
them in exchange for unquestioning loyalty.”*®?%
Most important here: in individualist countries,
everyone has a right to privacy, whereas in collecti-
vist cultures, private life is invaded by groups. We
imply that the privacy calculus diverts substantially
across different cultures: the predictive value of
BYOD risks to explain the attitude toward BYOD
is larger for highly individualist cultures such as the
United States (p=-0.376, p<.001) compared to
Germany (f=-0.182, p<.01) and to a highly

collectivist culture like South Korea (B =-0.039,
p >.05). This is supported by the assumption that
members of a collectivist society can rely on their
collective network support, which is why they are
less risk averse than those in an individualistic
society.®” Since the cultural dimension of uncertainty
avoidance refers to a reduction of ambiguity instead
of reducing risk,”” we assume that employees from
uncertainty-avoiding cultures are prepared to engage
in risky behaviors such as using their private mobile
device for work rather than waiting for the employer
to initiate the process in order to reduce ambiguities.

At workplaces in large power distance cultures,
managers generally rely on superiors and on formal
rules, and subordinates expect to be told what to do,
whereas in small power distance cultures, managers
rely on their own experience and on subordinates,
and subordinates expect to be consulted.” Broadly,
power distance is defined as “the extent to which the
less powerful members of institutions and organiza-
tions within a country expect and accept that power
is distributed unequally.”**®*" In our study,
employees’ attitude toward BYOD from Germany
as a small power distance culture (culture index:
35) has the highest impact on BYOD intention
(B =0.880, p<.001), followed by employees from
the United States (power distance culture index:



40), whose attitude toward BYOD has the second-
highest impact on BYOD intention (p=0.681, p
<.001), and employees from South Korea as a large
power distance culture (60), whose BYOD attitude
has the lowest impact on BYOD intention ( =0.582,
p<.001).

Implications for practice

Since cultural dimensions and cultural scores of the
countries are viewed as a point of reference in the
domestic population of a country,®" we additionally
found implications from an organizational culture per-
spective, because organizational cultures are different in
many respects from national cultures.”” As Allen et al.*®
show, organizational culture and organizational prac-
tices are interrelated and influence employee evasion
when private information is disclosed. Furthermore,
an organizational culture that is more flexibility-
oriented fits organizational BYOD objectives and gives
its employees fewer restriction and more empowerment,
and thus less concerns regarding, e.g., organizational
surveillance of private information.”> Agreements
between employee and employer are positively asso-
ciated with reducing concerns, if they meet employee
expectations and provide a secure feeling for the
employees.”” We recommend that further research
more deeply examines which impact organizational cul-
ture has on privacy concerns associated with the imple-
mentation of BYOD and compare, e.g., the influence of
different BYOD policies on privacy concerns.

Using mobile devices for work-related tasks has
become a common practice among employees. For
practical implications, it will be important for compa-
nies to understand differences of BYOD adoption
between various types of groups regarding demo-
graphics such as gender, age, industry, and education
level. Such understanding will help companies to
develop their BYOD policies more appropriately,
which will also help them to better address employees’
legal and privacy concerns of BYOD adoption.

Finally, we found implications for BYOD privacy from
a regulatory perspective. Several government regulations
and regulatory compliances have been established to
address the growing threats to privacy and security.
From a practical perspective, i.e., considering govern-
ment regulations and regulatory compliances, companies
must react to employees’ privacy concerns to comply
with government regulations such as the PIPA, GDPR,
and CCPA to avoid any legal complications through the
implementation of BYOD. Further research can investi-
gate whether regulatory initiatives, such as PIPA, GDPR,
and CCPA, also create greater trust among employees in
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the protection of their personal data and whether these
initiatives reduce concerns about the use of BYOD.

Limitations and outlook for future research

One limitation relates to our sample used here, as it
consists of American, German, and Korean employees.
Consequently, we only discuss differences in these
three cultures. Leidner and Kayworth® showed that
national culture significantly impacts IS studies. Our
results can only be generalized to other cultures with
caution. In addition, we see that interdependencies
between the multiple layers of culture exist, e.g.,
national layer, organizational layer, subunit layer or
professional layer.”* We interpret cultural differences
by referring to Hofstede et al.’s> cultural index pub-
lished in 2010, which is another limitation due to the
time gap between their publication and our study.
However, since changes in economic conditions and
institutional characteristics are considered to influence
cultural stability,65 we do not assume that the cultural
dimensions have changed substantially over time. In
terms of generalizability, the limitation refers to a bias
possibility of self-selection among the survey
respondents.®® The topic of the questionnaire revealed
that the survey is about using private mobile devices
for work purposes. Participants who responded may
be those who are more likely to endorse BYOD and
may also tend to be less concerned about their privacy.
Another limitation regards to the challenge that
BYOD policies can differ greatly among industries.
Although we performed a correlation analysis, which
showed no confounding effects of industry on the
latent variables, we recommend that further research
should focus on industry differences regarding legal
and privacy concerns of BYOD adoption. Companies
in finance and medical industries usually have strict
policies about the security and privacy of corporate
data and might be less willing to allow employees to
use their personal devices to access company data.

Conclusions

As the importance of mobile devices has significantly
increased over the last decade, the trend of employees
using their private mobile devices for work has intensified
and already begun to impact organizations. In IT con-
sumerization, BYOD combines private ownership and
organizational use. Several benefits and challenges for
both employees and companies arise. Regarding our
research question, we conducted a quantitative study
and analyzed data from a survey with 542 employees
from three cultures and representative countries, i.e., the
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United States, Germany, and South Korea. Results of
a structural equation modeling showed that BYOD risks
are largely influenced by employees’ legal concerns.
American employees place greater emphasis on BYOD
risks compared to employees from Germany and South
Korea. Due to the growing “anytime, anywhere” mind-set
of mobile users, we found that more and more employees
expect flexible work hours rather than 9-to-5 office work.
This, in turn, will consequently drive employees to use
their private mobile devices for work, which leads com-
panies to implement BYOD policies and MDM solutions
to secure and monitor employees’ private mobile devices.
We expect that the role of employees™ privacy concerns
will further grow in importance, for which we provide
recommendations for multinational organizations to face
the growing pressure to integrate BYOD.
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Appendix

Table A1. Survey instrument.

Items English German Korean

Legal concerns (LEG), Source: Self-developed

If | would use my personal mobile device to Wenn ich mein personliches mobiles Endgerat 2! LO| JH QI R HIAU V| 7|2 F|ALQ]
create, store and manage sensitive corporate fiir das Erstellen, Speichern und Verwalten von =gQskolzst X2 £ H2|/CHECH
data. .. sensiblen Unternehmensdaten nutzen o (A, 225 ...

wiirde ...
LEG1 | would be concerned that legal conflicts could ware ich besorgt, dass rechtliche Konflikte ZIANZE A S HEHOI 2| 7f A
emerge, for example, work time regulation, entstehen kénnten, z. B. Arbeitszeitregelung, St QICHD AMEICH
account of charges, commitment to Kostenabrechnung, Wartungsverpflichtung
maintenance, etc. usw.
LEG2 it would bother me that my employer could assert wiirde es mich stéren, dass mein Arbeitgeber Lto| n8F7t LIG| Cisf HAEI2S
a legal claim against me. Rechtsanspriiche gegen mich geltend machen gt £ QICtD LIE 1| E3lCt
koénnte.
LEG3 | would be concerned about legal aspects. ware ich tiber rechtliche Aspekte besorgt. HE Ol =M HHSIC}.
LEG4 | would have doubts as to how well my legal hatte ich meine Zweifel, ob meine rechtliche Lto| H M E S0 CHsl ™ stCt
position is protected. Situation geschitzt ist.

BYOD risks (RISK), Source: Pavlou et al.*’

If | would use my private mobile device to create, Wenn ich mein privates mobiles Endgerat firdas 2t L}O| 7HQl R HIQ 7| 7| 2 F|AL9|

L
=
store and manage sensitive corporate data. .. Erstellen, Speichern und Verwalten von ZgQskolzst XtI2 € X2|/CHECH
sensiblen Unternehmensdaten nutzen o (NE, 225 ...
wiirde ...

RISK1 | would be concerned that my employer is ware ich besorgt, dass mein Arbeitgeber zu viele L{9| 18T LIO| 7 Q1 O, AL, A
collecting too much information about me, for Informationen tiber mich erfasst, z. B. Profile MAI S0 2ot e E 52|
example, profiles of social networks, private auf sozialen Netzwerken, private E-Mails, 2} A™ =ICt
e-mails, private photos, etc. private Fotos usw.

RISK2 | would be concerned about my privacy. wire ich Giber meine Privatsphare besorgt. Lo H| Z(Z 2}O|HA|)Of| AE =ICt.

RISK3  my personal information could be misused. konnten meine personlichen Informationen LEO| 7RI BTt @ 8 &|2|2f A2t

missbraucht werden. Ct.

RISK4 | would have doubts as to how well my privacy is hatte ich meine Zweifel, ob meine Privatsphare Lt2| H|Z(Z2IO|HANE O{E A E=
protected. geschiitzt ist. SHjOF T X| M Ztsl| £}

RISK5 it would bother me that my employer could scan wiirde es mich stéren, wenn mein Arbeitgeber L}2| T 2F7} L 7§OIXI R E AFHTH
my personal data. persénliche Informationen abfragen konnte. =T 20| 12 E5|H stCt.

RISK6  my personal information could be accessed by kénnten sich unbekannte Dritte Zugang zu LIl 7018 Bt R 2= AR A ©
unknown parties. meinen personlichen Informationen e+ AL

verschaffen.

BYOD benefits (BEN), Source: Davis*
Using my private mobile device for work purposes Mein privates mobiles Endgerit fiir berufliche 2 US St=0| 1@ ZHEY 7| 7| At

o
would... Zwecke zu nutzen wiirde. .. 20|...
BEN1 enable me to accomplish my tasks more quickly. es mir erméglichen, meine Aufgaben schneller  L}O| 12 £ Wg| OrX| A SHC}.
zu erledigen.
BEN2 improve my job performance. meine Arbeitsleistung verbessern. Lto| B2 MtE J| ML)
BEN3 increase my productivity. meine Produktivitat erhohen. Lto| MM MHE M st
BEN4  enhance my effectiveness on the job. meine Leistungsfdhigkeit steigern. A2 S 0E STIstCt
BEN5 make it easier for me to do my job. es mir erleichtern, meine Aufgaben zu erledigen. &2 £ Sl=0|, ¥ TICt
BYOD attitude (ATT), Sources: Nysveen et al.>’; Taylor and Todd®'
Using my private mobile device for work Mein privates mobiles Endgerat fiir berufliche 22 E S}=0|, Lto| 7§Ql EHIY 7| 7]
purposes. .. Zwecke zu nutzen ... =N E=1=11¢] [
ATT1 is a good idea. ist eine gute Idee. ZE2 M2Zto|Ct
ATT2 is a wise idea. ist eine kluge Idee. S{HTE MZH0|C}
ATT3 would be positive. wadre positiv. 2™ H™0|C}
ATT4  would be beneficial. ware vorteilhaft. S|E S = = QUCt
ATT5 would be favorable. ware angenehm. LS X™O|LCt.
ATT6 | like the idea of using my private mobile device  Mir geféllt die Vorstellung, mein privates mobiles 2|2 & St=0|, Lto| 7HQl B HIY 7|7]
for work purposes. Endgerat fiir berufliche Zwecke zu nutzen. A2 3}= 0}0|C| 0| & L= Z£0}3t
Ct

BYOD intention (INT), Sources: Venkatesh and Davis?; Oliver and Bearden>>

INT1 Assuming | have my employer’s permission, Angenommen ich hétte die Erlaubnis von Lto| n8F0| &iEts Br=Ct1 74
I would use my private mobile device for work ~ meinem Arbeitgeber, wiirde ich mein privates & AL, Lt= 2 & 2|8, Lt2o| 742l
purposes. mobiles Endgerit fiir berufliche Zwecke DHQ 7|7\ & ARSI A St

nutzen.

INT2 Given that | have my employer's permission to use Sollte mein Arbeitgeber mir die Erlaubnis zur Ltol n8F0o| &jetg HotCtn & 4
my private mobile device for work purposes, Nutzung meines privates mobilen Endgerdtes 2, L= 22 £ 2|3}, L}2| 7§ I 2 Ht
| predict that | would use it. fiir berufliche Zwecke erteilen, wiirde ich dies Q 7|7| & Ar_= A ZLCt (o =3tCh

wahrnehmen.

INT3 How probable is it that you would use your Wie wahrscheinlich ist es, dass Sie |hr privates ~ L}9| 1 2F 9| &{2tS Sr=Ct1 74
private mobile device for work purposes, mobiles Endgerat fiir berufliche Zwecke st 42, L= R 22 8}, Lol 7§ 2l
assuming that you have your employer's nutzen wiirden, wenn Sie die Erlaubnis Ihres Dl 7| 7| & L0OtLt AR S22t

permission? Arbeitgebers hatten? M2ESL=T1
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Table A2. Profiles of responding participants.

USA (N=210) GER (N=178) KOR (N = 154) ALL (N =542)

Gender
Male 54 25.7% 101 56.7% 122 79.2% 277 51.1%
Female 137 65.2% 57 32.0% 31 20.1% 225 41.5%
Not specified 19 9.0% 20 11.2% 1 0.6% 40 7.4%
Age
<19 0 0.0% 0 0.0% 0 0.0% 0 0.0%
20-29 108 51.4% 101 56.7% 13 8.4% 222 41.0%
30-39 38 18.1% 34 19.1% 60 39.0% 132 24.4%
40-49 29 13.8% 17 9.6% 54 35.1% 100 18.5%
50-59 12 5.7% 5 2.8% 25 16.2% 42 7.7%
>60 4 1.9% 1 0.6% 2 1.3% 7 1.3%
Not specified 19 9.0% 20 11.2% 0 0.0% 39 7.2%
Participants’ knowledge of computers and IT
1 (Very low) 5 2.4% 8 4.5% 1 0.6% 14 2.6%
2 16 7.6% 9 5.1% 1 0.6% 26 4.8%
3 16 7.6% 8 4.5% 14 9.1% 38 7.0%
4 113 53.8% 67 37.6% 89 57.8% 269 49.6%
5 (Very high) 41 19.5% 66 37.1% 47 30.5% 154 28.4%
Not specified 19 9.0% 20 11.2% 2 1.3% 41 7.6%
Size of the organization (# of employees)
<9 24 11.4% 6 3.4% 5 3.2% 35 6.5%
10-49 46 21.9% 30 16.9% 23 14.9% 99 18.3%
50-249 29 13.8% 22 12.4% 42 27.3% 93 17.2%
250-499 20 9.5% 19 10.7% 16 10.4% 55 10.1%
500-999 10 4.8% 1 6.2% 15 9.7% 36 6.6%
>1000 62 29.5% 70 39.3% 53 34.4% 185 34.1%
Not specified 19 9.0% 20 11.2% 0 0.0% 39 7.2%
Industry
Education 13 6.2% 23 12.9% 14 9.1% 50 9.2%
Financial Services 9 4.3% 9 5.1% 9 5.8% 27 5.0%
Government 8 3.8% 3 1.7% 19 12.3% 30 5.5%
Food/Beverage/CPG 12 5.7% 2 1.1% 1 0.6% 15 2.8%
Health Care 20 9.5% 1 6.2% 1 0.6% 32 5.9%
Manufacturing 5 2.4% 14 7.9% 43 27.9% 62 11.4%
Nonprofit 13 6.2% 3 1.7% 10 6.5% 26 4.8%
Medical, Bio-Technology, Pharmacology 5 2.4% 5 2.8% 0 0.0% 10 1.8%
Real Estate 4 1.9% 0 0.0% 1 0.6% 5 0.9%
Services 13 6.2% 23 12.9% 18 11.7% 54 10.0%
Information Technology 18 8.6% 46 25.8% 16 10.4% 80 14.8%
Telecommunications 6 2.9% 2 1.1% 0 0.0% 8 1.5%
Travel 1 0.5% 3 1.7% 0 0.0% 4 0.7%
Wholesale/Retail 10 4.8% 3 1.7% 3 1.9% 16 3.0%
Other 54 25.7% 1 6.2% 18 11.7% 83 15.3%
Not specified 19 9.0% 20 11.2% 1 0.6% 40 7.4%
Information sensitivity of the organization
1 (Very low information sensitivity) 6 2.9% 0 0.0% 0 0.0% 6 1.1%

34 16.2% 24 13.5% 25 16.2% 83 15.3%
3 21 10.0% 20 11.2% 22 14.3% 63 11.6%
4 82 39.0% 48 27.0% 85 55.2% 215 39.7%
5 (Very high information sensitivity) 48 22.9% 66 37.1% 22 14.3% 136 25.1%
Not specified 19 9.0% 20 11.2% 0 0.0% 39 7.2%
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