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1. Introduction

Complaints due to faulty production or counterfeit products
from third parties are a significant problem in German 
mechanical and plant engineering. The monetary damage 
caused by counterfeits alone amounts to 7.6 billion euros in 
2020 for German companies [1]. Customer claims could be one 
of the consequences of the complaints. To avoid compensation 
payments, the manufacturer is obliged to ensure that the 
product was delivered in a fault-free condition. In the case of 
counterfeits, the manufacturer must prove that he did not 
produce the component. Therefore, it is necessary to trace the 
products throughout their lifecycle from production to use. For 
the ability to trace parts, a unique marking for identification is 
needed. Currently, companies use different active markings, 
ranging from a QR code to a serial number. However, the 
disadvantage of active marking is an additional application step 
at the end of the process chain. In addition, the shape or 
functional area of the component can make active marking 
difficult. For this reason, an efficient and cross-industry 

method for component marking is needed that can be applied 
to any component shape.

Passive markings can realize an identification system with 
these requirements. One approach is the marker-free 
identification of components. For the ability to identify parts
without marking, it is necessary to extract properties of the 
components that are different, even if the primary conditions of 
the manufacturing are the same. Possible features are the 
surface's shape, color, or texture [2]. One method that is already 
applied in industry is the "Laser Surface Authentication" 
method (LSA) by Cowburn [3]. Here, a laser beam diffusely 
reflected by the packaging creates interference patterns, so-
called speckles. By evaluating these speckles, the method can 
determine the authenticity of the packaging. Due to the unique 
fiber structure of packaging materials, this identification 
process cannot be imitated. The method is limited to paper and 
plastic surfaces. Implementing the LSA method on metallic 
materials to identify machined components is not yet known. 

However, machined components also have unique surface 
features, which are created during the machining process. For 
example, the tool’s hardness or the machine’s vibrations can 
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This paper presents a marker-free component identification of cylindrical workpieces produced by the manufacturing processes turning,
grinding and deep rolling. The position of unique features from a 2-D profile in the 3-D frequency is detected for identification. Therefore, this
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wear tests are carried out to investigate the method’s robustness. The results after the wear tests indicate a false positive rate of 10-20.
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generate these features. Even if the general conditions during 
machining remain the same, microscopic differences occur in
the surface. The method of the Fraunhofer Institute for Physical 
Measurement Techniques (IPM), for example, uses these 
unique features of the component surface [4]. IPM's fingerprint 
method uses high-resolution cameras to extract the distinctive 
points from the surface. The arrangement of these points 
among each is so unique that it is referred to as fingerprint. The 
fingerprint is stored in a database in the form of a bit 
sequence [4]. This method directly identifies a component or 
product. A similar approach is followed by the method of the 
Institute for Information Processing (TNT) and the Institute of 
Production Engineering and Machine Tools (IFW) of the 
Leibniz University Hannover. Here the method extracts the 
unique features using an optical or tactile measurement of the 
surface [5]. Features in the frequency range are then extracted 
from a 2-D profile of the 3-D measurement using the 
continuous wavelet transformation. Since the features can be 
present in different directions in the surface, the profile position 
of the 2-D profile is decisive for the feature extraction [5].

To identify components using the method of marker-free 
component identification, it is necessary to understand how the 
surface is produced. With the knowledge of the surface 
composition, it is possible to determine the correct profile 
position, which makes identification possible in the first place.
Within the Collaborative Research Centre 653, the method was 
applied to components produced with the manufacturing 
process of surface grinding [6]. In this work, the method will 
be applied to different manufacturing processes that produce a 
cylindrical workpiece. For this purpose, materials are machined 
with turning and a combination of turning and deep rolling. The 
surface in the grinding process is created by the impact of the 
abrasive grain on the material. The grain engagement on the 
surface occurs with the cutting direction. In the Collaborative 
Research Centre 653, it was shown that identifying the 
components perpendicular to the cutting direction during 
grinding achieves a high degree of identification reliability [7]. 
This means that several grain intersections in the surface can 
be used for identification, which forms the unique surface due 
to the statistical arrangement of the abrasive grains. Similar 
behavior also occurs with cylindrical grinding. The grain 
interferences also occur with the cutting direction, so an 
algorithm adaptation is unnecessary. In turning, the tool cutting 
edge is guided with the feed over a rotating component [8]. The 
feed rate defines the kinematic roughness of the surface. The 
stochastic features of the surface are also present in feed 
direction. Here, as in grinding, the stochastic and kinematic 
components of the surface are present in the same direction. 
Therefore, a possible profile could be selected for the 
identification method in this direction [10, 9]. 

In deep rolling, a rolling element is guided with a feed rate 
over a rotating component. As in turning, the feed rate defines 
the surface roughness in deep rolling, so the highest 
identification probability can be expected when the method is 
applied in feed direction. However, in deep rolling, there is 
only a material deformation, but no separation of the material 
[11, 12]. Thus, within the scope of this work, an investigation 
is necessary to identify the direction of the stochastic features 

in the surface. Therefore this paper proposes and implements 
the following solutions:

- Qualification of different manufacturing processes based
on their surface composition

- Adaptation of the parameters of the identification 
algorithm for the investigated manufacturing processes

- Influence of surface changes from a mechanical wear test 
on the identification reliability

- Research of a measurement routine for reliable 
identification of cylindrical components.

2. Marker-free identification method

Figure 1 shows the flowchart of the identification method.
By this the method uses the continuous wavelet transformation
(CWT) to extract the features from an optical or tactile 
measurement [5]. This is done by using a profile section from 
the measurement, which is converted into a local spectrum via 
the CWT. In order to remove measurement errors, several 
profiles lying parallel to each other are averaged. When 
considering the number of profiles for averaging, it should be 
noted that as the number of profiles increases, the uniqueness 
of the fingerprint decreases. Filtering removes more high-
frequency information, such as tool uniqueness and thus, 
precise identification is not possible. If too few profiles are 
used, the identification result may be falsified due to 
measurement errors, leading to a false identification. In their 
work on ground surfaces, Dragon et al. have shown that the 
calculation of the mean value from 60 profiles shows the most 
robust identification [5]. From the result of the CWT the non-
maxima suppression extracts local maxima, which are defined 
as features. For this purpose, a threshold value tnms is set that 
specifies the minimum correlation that a feature must fulfill. 
This threshold value must be adjusted individually for each 
production process. 

A feature is defined as a coordinate of frequency f and 
position x. All features are defined as a region to prevent a 
surface feature from being represented twice [6]. The region is 

Fig. 1. Functionality of the marker-free component identification from
the Collaborative Research Centre 653.
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defined as an ellipse, with the size of the ellipse depending on 
the frequency of the feature. If a feature with a smaller 
correlation factor is located in the region of another feature, it 
will be removed by the algorithm. The available fingerprints 
from two independent measurements are compared to identify 
a component. For this purpose, the features are checked for 
their spatial similarity before the remaining features are 
compared for their statistical correspondence using the 
RANSAC algorithm [13]. In the Collaborative Research Centre 
653, the method was successfully validated experimentally 
using 500 ground workpieces. It was found that 20 matching 
features are enough to ensure a false-positive rate of 10-20 [6].

Dragon et al. derived a probability model to determine the 
false-positive rate that a number of matching features 
achieves [5]. For this purpose, the model uses the probability 
that outliers occur when comparing two fingerprints. Outliers 
can occur after the spatial comparison of two features or after 
the comparison with the RANSAC algorithm. The likelihood 
of outliers is determined by comparing two profiles of a 
component at a distance of 1 mm from each other. The 
stochastic features of a machined surface are so unique that 
even the smallest deviations no longer allow identification. 
After determining the probability of outliers, Dragon et al. use 
the binomial distribution to calculate the probability that 
exactly two outliers meet the outlier criteria [5]. The probability 
model can assign a false-positive rate to each number of 
matching features. A component must now exceed the number 
of features for a selected false positive rate for successful 
identification.

3. Experimental setup

In order to validate the marker-free component identification 
for the manufacturing processes deep rolling, cylindrical 
grinding and turning, 120 samples were produced and 
examined in this work. Overall 20 samples for grinding, 20 
samples for deep rolling as well as 80 samples for turning were 
used. For turning, the process parameters were kept constant in 
half of the experiments and varied in the other half. This makes 
it possible to investigate different surface characteristics and to 
evaluate the uniqueness by the validation of surfaces produced 
by the same parameters. The topography of the manufactured
workpieces is measured using the industrial camera Basler 
acA5472-17um from the company Basler AG. The industrial 
camera is advantageous for cost, measuring time, and 
integration into the production process. The camera from 
Basler AG is a monochrome area scan camera, which is used in 
most applications for image acquisition. The sensor used in the 
camera has a large matrix of image pixels so that an ordinary 
two-dimensional image can be produced with one exposure 
cycle. The camera has a resolution of 5472 x 3648 pixels, with 
a pixel size of 2.4 µm. A LM series lens from Kowa is used for 
the focusing of the object. This results in a working distance of 
200 mm and a pixel size of 3.1 µm. Compared to the precise 
laboratory camera, the disadvantage of the industrial camera is 
the sensitivity to external interfering factors (e.g., light 
conditions) with the associated higher measuring reliability.
LED dark field ring illumination captures surface structures for 
component identification. This light has already been qualified 

for flat samples and is now to be transferred for use on
cylindrical samples. The light is shone flat onto the sample to 
reflect irregularities, scratches, or rough grooves onto the 
camera.

Figure 2 shows the experimental setup of this work on the 
left. The camera and the light source are controlled via a linear 
axis to adjust the focus range for different component heights.
In order to identify a component with the marker-free 
component identification method, it is necessary to measure the 
same position of the fingerprint on the workpiece. Due to the 
high proportion of stochastic parts on the surface, even a slight 
deviation of the position leads to a non-existent 
identification [5]. For flat surfaces, edges, corners, or holes can 
be used to orient a measurement routine. Finding the same 
measuring position with cylindrical samples is a more 
significant problem. For initial tests, a holder was constructed 
on which the rotating workpieces can be precisely placed with 
a hole. By this, the marker-free component identification can be 
validated in the first series of tests. However, this cannot be 
used for later implementation in industry. Therefore, the 
experimental set-up is expanded to include a stepper motor with 
a drill chuck, which can be used to rotate the cylindrical 
workpieces. By stitching several measurements together, the 
surface area can be recorded. Thus, only a single location from
the surface can be found and compared in a second 
measurement.

On the right side of Figure 2 there are two images of the same 
cylindrical samples with different exposures. The image in 
Figure 2a was taken with ring illumination. The distinctive 
features such as scratches, contamination or surface damage are 
visible in the image. However, there is over-illumination at the 
edges of the workpiece and thus no uniform exposure can take 
place. Therefore, a different illumination setting was used in 
Figure 2b. Here, a uniform exposure was succeeded by using 
back light, which exposes the light from one side. The feed 
grooves are well represented by the change from light to dark. 
However, this results in a loss of individual surface features. 
Therefore, the ring illumination is used in this work. For the 
identification a profile cut between the overexposure is set and 
compared. 

Fig. 2. Measurement set-up for the investigations with two different
exposure sources.
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4. Experimental Results

Figure 3 shows the resulting surfaces after cylindrical 
grinding, turning and deep rolling with their respective 
fingerprint. The surface is measured with the industrial camera. 
From the image, a profile section of 1000 px is extracted. With 
a resolution of 3.1 µm that means a profile length of 3.1 mm.
For each extracted profile, the continuous wavelet 
transformations are taken. From Dragon et al., it is known that 
the profile section for grinding must be orthogonal to the 
cutting direction [5]. In the case of cylindrical grinding, this 
means that the profile section is in feed direction. For all three 
processes, the wavelength is set from 1 µm to 1000 µm to get 
a complete characterization of the surface. The scaling of the 
wavelength depends on the resolution of the measuring 
equipment. For example, feed grooves of 310 µm measured at
a resolution of 3.1 µm result in a wavelength of 100 µm. It is 
thus clear that the measuring resolution must be considered for 
the settings of the wavelengths for the CWT. Dragon et al. 
determined λ1 over the profile length, including the measuring 
resolution. However, λ0 was determined in their work via the 
grain size [5]. The grain size is an exceptional value for 

grinding and is not applicable to all processes. In the CWT, no 
surface characteristics that are smaller than the measurement 
resolution can be displayed. Therefore, this work will adjust 
λ0 to the same value as the measurement resolution. This results 
in the following wavelength λ0 = xres to λ1 = sx/2 for the three 
processes, where sx is the profile length.

There is still no specific profile cross-section in the literature 
for marker-free component identification for turning and deep 
rolling. However, it is known from the literature that the 
stochastic features are present for turning in feed direction [9,
10]. In the CWT of the turning profiles, the feed grooves can 
be seen in the high wavelength region. Below the feed grooves,
peaks can be seen, which change slightly with tool wear. In 
summary, all features are present, which is why the profile cut 
will be selected in feed direction of the process. Deep rolling is 
a process that is applied to surfaces produced by turning. By 
this, deep rolling does not remove material but has a forming
effect. Depending on the material and the selected rolling 
pressure, the stochastic features from turning are removed in
the newly created surface. The feed grooves also shift in the 
process, depending on the feed rate selected for deep rolling. 
As in turning, the grooves can be seen in a profile cross-section 
in feed direction. The peaks below the feed grooves have 
decreased because of the plastic deformation. However, the 
profile cut must also be selected in feed direction.

In order to validate the profile sections, the following takes 
a closer look at the difference between the two fingerprints.
Therefore, two profile sections from the same turned surface 
are compared, that are 1.5 mm apart. In the work of Dragon et 
al., it could be proven that by measuring with laboratory 
equipment the distance of 1 mm is sufficient to no longer 
achieve a clear identification. Figure 4 shows the two 
fingerprints of the different profiles manufactured by turning.
The profile cross-section is like defined beforehand parallel to 
the feed direction. It can be noted that the feed grooves are 
identical in the higher wavelength range. The differences 
between the two profiles are shown in the lower wavelength
region. The imprint of the tool and vibrations on the system 
cause these characteristics in the surface. Due to wear and the 
stochastic composition of the turning tool, there are unique 

Fig. 3. Surface characterisation of the three manufacturing process with
continuous wavelet transformation.

Fig. 4. Comparison of two profiles in distance of 1.5 mm.
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differences in the surface that can be recognized as features. An 
identification is still possible, however, if the profiles are 
1.5 mm apart, only 28 features out of a possible number of
38,190 can be recognized.

With the knowledge of the surface composition, the 
associated profile cut and the uniqueness of the selected profile 
cut, the next step is to optimize the parameters of the algorithm. 
The two threshold values of the non-maxima suppression and 
the spatial comparison are decisive for the identification 
reliability. These values must currently be adjusted for each 
production process and each combination of process 
parameters. This leads to a significant effort in the later 
implementation in the industry. Therefore, an automated 
determination for the threshold value of the non-maxima 
suppression is implemented in the following. For this, the 
distribution of the correlation from the CWT is used. The 
threshold value can then be determined via the percentage 
distribution by specifying a minimum value to be exceeded.
The study in Table 1 shows that a value of 85 percent is 
preferable, as it allows an identification of each sample and 
there are no false positives.

Table 1. Determination of the threshold for non-maxima suppression.

Threshold for the non-maxima 
suppression

Correct 
identification

False-Positive 
Identification

70 % 120 10

80% 120 5

85 % 120 0

90 % 110 0

After the profile section and the algorithm parameters have 
been adjusted, the next step is to determine the identification 
reliability of the individual processes. For this purpose, the 
probability model of Dragon et al. is used [5]. According to 
them the profile sections to be compared should be 1 mm apart.
However, the previous results show that with the industrial 
camera the distance of 1.5 mm between two profiles still allows
identification, so the distance of 3.1 mm and thus 1000 pixels 
is chosen for these investigations. Figure 5 shows the false-
positive rates for the investigated process kinematics, which are 
almost identical. However, turning and grinding show 

increased identification reliability to deep rolling. This increase 
is due to the higher roughness in turning and the higher 
stochastic component in grinding. As a result, more unique 
features are present in the high-frequency range, and thus the 
components can be identified with a higher degree of certainty. 
The results show that with a number of 21 matching features, 
an identification reliability of 1020 is achieved for all 
manufacturing processes investigated. 

In a final step, the turned samples are examined for 
mechanical wear. For this purpose, the samples are scratched 
with 500 µm grit sandpaper. The extent to which a profile 
cross-section may change, so that identification of components 
is still possible, is examined. Figure 6 shows the comparison 
with a machined surface. It can be seen that with the removal 
of material by the abrasive paper, the feed grooves and tool 
sharpness are lost. The same behavior can be expected with 
wear due to frictional contact. However, the figure also shows 
that if a part of the original surface is still present, identification 
is possible. With a profile length of 1000 px, the tests have 
shown that identification is possible if 50 % of the profile is 
identical.

5. Discussion

Previous studies on marker-free component identification 
have dealt with plane surfaces produced by milling and 
grinding. The studies have shown that due the uniqueness of 
the features an exact alignment of the fingerprints is necessary 
for successful identification. This fact has been confirmed in 
this work, where for cylindrical grinding two profiles 500 µm 
apart show very large changes. Plane surfaces have the 
advantage that their contour or prominent features such as holes 
can be used for alignment. To ensure that accurate positioning 
was possible for this work, a holder was constructed. By Fig. 5. Identification reliability for the maching processes turning, deep

rolling and cylindrical grinding.

Fig. 6. Influence of surface changes on identification reliability.
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drilling a hole in the sample, it was thus possible to realize the 
positioning. In addition to the already quantified processes, this 
paper demonstrates that turned and rolled surfaces can be 
identified by their unique features as well. For this purpose, in 
a first step, the continuous wavelet transformation together 
with the fingerprint was used to characterize the surface with a 
defined profile intersection. In this way, the unique features of 
the surface can be recognized. A backtracking from the features 
of the fingerprint to the emerging mechanisms was not done in 
this work. The result of the investigation was that for all three 
machining processes, the profile cut must be set in feed 
direction. With this knowledge, the parameters of the algorithm 
were optimized to achieve a high identification reliability for 
the three processes. With the parameters, the false-positive rate
could then be determined using the probability model of 
Dragon et al. [5]. Due to the low proportion of stochastic 
features in the profile, deep rolling had the lowest identification 
reliability. The subsequent wear tests showed that a high
percentage of the surface can be destroyed and yet 
identification is still possible. The exact percentage depends on 
the profile length and the number of stochastic features which
are present. At the end of the investigations, it was determined 
that 50 features from the beginning must still be present for 
successful identification. The sample holder used in this work 
cannot be transferred to industry without significantly 
increasing the cycle time. For this reason, another way of 
capturing the surface has to be chosen. If it is not possible to 
identify the surface at prominent points, such as holes, the 
entire surface of the component must be measured first. For this 
purpose, a stepper motor including a drill chuck extended the 
measurement setup. The tool clamped in the drill chuck can 
then be rotated by a certain angle. All measurements for a 
specific angle are then combined. It is important that the 
samples are evenly illuminated so that an algorithm can 
combine the images. The dark field illumination used in this
work does not allow such uniform illumination. It was found 
that the flat incidence of light allowed the distinctive features 
of the surface to be captured, but there was overexposure at the 
edges of the measurement. Therefore, a different type of 
exposure was investigated in a further series of tests. The light 
which is applied only from one side is a back light at a flat 
angle. This leads to a uniform exposure of the surface. This new 
type of exposure makes it possible to measure the surface area 
from several measurements. For the second measurement to 
identify the sample, only one measurement needs to be taken. 
This second measurement is now aligned with the mantle 
surface and the matching areas are compared. 

6. Conclusion

Previous work has only dealt with the marker-free 
component identification of flat components. This work is the 
first to apply the approach to cylindrical components. By 
analyzing the surface to find a suitable profile cut and by 
adjusting the parameters of the identification algorithm, a false 

positive rate of 10-20 could be achieved in the investigations for 
the three manufacturing processes turning, grinding, and deep 
rolling. Due to the possibility of identifying cylindrical
components without marking, complex active markings are no 
longer necessary. For cylindrical workpieces, this usually 
requires at least two additional production steps, which can 
now be saved and lead to an optimized production. Further 
studies should focus on the formation and back tracing of the 
features to individual mechanisms in order to gain a better 
understanding of the surface formation. In addition, wear tests 
show that identification is still possible despite surface 
changes. Therefore, the influence of coatings or heat treatments 
on the identification reliability will be investigated in further 
studies. In this way, it will be possible to trace components over 
several production steps in the future.
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