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Breakdown behavior of electronics at variable pulse repetition rates
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Abstract. The breakdown behavior of electronics exposed Equation R) is similar to the general definition of a proba-
to single transient electromagnetic pulses is subject of in-bility. With this definition a qualitative analysis of the break-
vestigations for several years. State-of-the-art pulse generaiown behavior can also be performed with smaller test series.
tors additionally provide the possibility to generate pulse se- The characteristic of a BFR with increasing amplitude of
guences with variable pulse repetition rate. In this article thethe disturbance signal can be approximated with the proba-
influence of this repetition rate variation on the breakdown bility mass function of a Weibull Distributiordamp 2004).
behavior of electronic systems is described. For this purin order to get a more specified description of the break-
pose microcontroller systems are examined during line-leddown behavior two variables have been defin€drp et
exposure to pulses with repetition rates between 1 KHz andil., 2009. The Breakdown Threshold (BT) is the amplitude
100 KHz. Special attention is given to breakdown thresholdswhere 5% of the electronic devices break down. The Break-
and breakdown probabilities of the electronic devices. down Bandwidth (BB) is the difference between the ampli-
tudes where the BFR reaches 95 and 5%.

Both variables provide the opportunity to get a quick com-
1 Introduction parison between different measurements.

In investigations with single pulses the following results

As mentioned above several investigations concerning th&vhere gained:
breakdown and destruction behavior of electronics during
single pulse impact have been performed. In this context — BFRisincreasing from 0 to 1 with increasing pulse am-
failure rates for destruction and breakdown phenomena have  plitude Camp 2004
been definedGamp et al.2002. As this investigation fo-
cuses on the breakdown effects without destructing the de- — both BT and BB depend on the function of the investi-
vices the Breakdown Failure Rate (BFR) is an interesting  9gated pin of the Equipment Under Test (EUDamp
quantity to be measured. For single pulse measurement it 2009

is defined as: itical svst tat be ob d where the el
umber of breakdowns — critical system states can be observed where the elec-

BFR = number of puises Q) tronic system is highly vulnerabl€amp et al.2004)
This definition gives a quantity for the breakdown probability
of the electronic devices during single pulse measurements.
Pulse sequences consist of a lot of pulses, so this fact wilZ Measurement setup
cause very small BFR. Therefore it makes more sense to re- ) _ ) ) _
late the number of breakdowns to the number of tested deln order to apply line-led disturbing signals to electronic de-

vices. The definition of Eq.1) been modified as shown vices a special measurement setup has been constructed in
in Eq. ). the past. Details of the microcontroller test circuit are shown

in Fig. 1. It consists of a microcontroller PCB connected

number of breakdowns

BFR = : 2) on both sides to a load which is constructed out of LEDs
total number of tested devices and resistors. With mounted chip this circuitry is able to run
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Fig. 1. Microcontroller Test Setup (Details). Table 1. Pulse generators - characteristics.

Seope Generator ¢ twhm frep
Pulse generator Microcontroller test setup 1 170 pS 500 ps 1 KHZ, 10 KHz
2 120ps 300ps 100 KHz
Directional
£ v ! coupler
Linear attenators vided a fixedfrep of 100 kHz. Both pulses show in spite of

different pulse shapes similar behavior in the frequency do-
main as shown in Fig. 3. Both pulse generators amplitudes
are adjustable. Additionally linear attenuators where used to
get a coarse predivision.

Fig. 2. Measurement setup (principle).

microcontroller and microcontroller PCB several signal dis- Al ted s h b ied out with
tribution networks can be positioned. This networks have presented measurements have been carried out wi

SMA connectors to connect arbitrary signal sources. Via mi_mic_rocr_)ntrtzlgers_ 0; tg_e thl/g%A'l'QOSSSlS I]Irom Ar\]trgfé BThiS
crostriplines and coupling capacitors the signal is distributec€Vice is a 40-pin 8-bit microcontroller wit ytes

to the considered pins. All other pins are terminated with S_RAM gnd 512 Byte; EEI.DROM' It i.s equipped with 32 1/0
50 Ohm. pins which are organized in four 8-bit I/0 ports.

This circuitry is embedded in a microcontroller test setup
which provides the possibility to apply disturbing signals 3 \easurement results
line-led to several pins of the electronic devices in order to
getinformation about the correlation between the function ofBased on the possibilities of the measurement setup four
the exposed pin and the breakdown behavior. The followingmeasurements where carried out by exposing different pins
pins are exposed: of the microcontroller to pulses with three different repeti-
tion rates. Fig. 4 shows the breakdown behavior of the dif-

— Supply pins ferent pins with increasing pulse amplitude. All configura-
— Reset pin tions show basically the same behavior with increasing am-

. plitude. Noticeable is the difference between the thresholds
— Clock pins of the several setups, a fact that has been observed also dur-
— 1/O pins ing single pulse investigation€amp 2004. The suscep-

tibility of the electronic device is highly dependable on the
As drafted in Fig. 2 a pulse generator is feeding via a di-function of the exposed pins. Furthermore this measurement
rectional coupler and several linear attenuators the test setughows a general decrease of the thresholds with increasing
described above. Pulse shape and amplitude can be momepetition rate.
itored with the scope connected to the directional coupler. The breakdown values of the tested microcontrollers for
The measurement setup is fed with pulse generators fronthe different measurement configurations are presented in
Rheinmetall Waffe Munition GmbH. Rise timg, full width Fig. 5. The decrease of the breakdown value with increasing
half max valuerswhm and possible repetition ratefe of the repetition rate of every single microcontroller is clearly ob-
pulse generators are shown in Table 1. servable. Furthermore the variation of the breakdown value
Generator 1 was used to generate pulses with repetitioletween the several devices decreases with rising repetition
rates frep= 1 kHz and frep= 10 kHz while Generator 2 pro- rate. This variation is described with the Breakdown Band-
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width (BB) as mentioned above. In order to demonstrate o
the described effects more clearly Fig. 6a shows the break 5,
down thresholds extracted from the appropriate Weibull Dis-
tribution while the breakdown bandwidths are presented in *
Fig. 6b. From both diagrams we can directly extract the 10

information that BT as well as BB are decreasing dramat-, ™™’ e
ically with rising pulse repetition rate. Remarkable is that

in the worst case (I/O pins) the value of the breakdownFig. 6. Breakdown Thresholds (BT) and Breakdown Bandwidths
threshold atfrep=100kHz, BT(1/O, 100kHz)=2,01V, is  (BB) of the different configurations with varying pulse repetition
less than half the value of the supply voltage and the higtrate.

level of the microcontroller {cc = Unigh =5 V). With fur-

ther increase of the repetition rate in the future a notewor- ] ] )

thy continue of the decrease of the breakdown thresholdg/rep=1kHz is needed for breakdown during I/O pins expo-
is unlikely. For 5V logic devices the difference between Sure- Atten times higher frequencies offily(100/10) =53%
lowest value for high-level and highest value for low-level Of the amplitude afrep=10kHz is necessary to gain break-
Uti.min — UL max=3V-1.5V=15V. The minimum volt- downs. If we compare minimum and maximum frequencies

age needed to switch a bit from one state to another is nearl{£SS than one halfliv(100/1) = 46%) of the former ampli-
reached. ude is required. In the worst case (supply pins exposure) the
Two characteristic values where defined in order to de-TV(100/1) value is only 16%. o -
scribe the variation of the breakdown behavior. For an ar- 1he BV values also decrease with rising repetition
bitrary ratio of repetition rates A/B we define the value for "até.  While during I/O pins exposure gtep=10kHz

10

Supply
Reset
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l{e]

1

Threshold Variation (TV) as follows: BV(10/1) =80% is required for b_reakdown of all micropon-
trollers, only BV(100/10)=22% is necessary at ten times
BTy . higher frequencies. In comparison of minimum and maxi-
TV(A/B)= ——, with A > B. 3 . .
(A/B) BTg - 3 mum frequencie8V(100/1) is only 18%. In the worst case

(supply and reset exposui@y(100/1) = 12%. Thus the pos-

The definition of the Breakdown Variation (BV) in Eq. (4) is sibility to hit is increased by 88%.

similar.
BBy .
BV(A/B) = BBy’ with A > B (4) 4 Summary
Table 2 shows both values at different ratios of the repeti-After several investigations<&amp et al.2002 Camp 2004
tion rates. The TV decreases with increasing repetition rateCamp et al.2004) concerning the susceptibility of electronic
At frep=10kHz TV(10/1) =86% of the pulse amplitude at devices to single transients this article shows a systematic
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Table 2. Threshold Variation (TV) and Bandwidth Variation (BV) with increasing repetition rate.

Setup TV (10/1) BV (10/1) TV (100/10) BV (100/10) TV (100/1) BV (100/1)
Supply 0,68 0,98 0,23 0,12 0,16 0,12
Reset 0,9 0,88 0,49 0,14 0,44 0,12
Clock 0,83 0,9 0,35 0,35 0,29 0,31
/0 0,86 0,8 0,53 0,22 0,46 0,18

analysis of the breakdown behavior of microcontrollers ex-AcknowledgementsThis investigation is part of the study “Protec-
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possibility to hit a certain microcontroller at a critical sys-
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tem state is higher. Therefore the electronic device is overallThe authors would like to thank Dr. M. Jung, Rheinmetall Waffe
more susceptible to pulses if applied with higher repetitionMunition GmbH for supporting these measurements.

rates. Similar to the results of single pulse investigations it

can be stated that all the observed effects are correlated wictF
eferences

the exposed pins functions. The 1/O pins of the investigate

microcontrollers are the most susceptible pins while the SUptamp, M.: Empfindlichkeit elektronischer Schaltungen gegen tran-

ply pins are the least susceptible ones.
After definition of two characteristic values it is shown that

siente elektromagnetische Feldimpulse, Diss., Univ. of Hanover,
Shaker Verlag, 2004.

in the worst case the breakdown threshold can be lowered t@amp, M., Garbe, H., and Nitsch, D.: Influence of the Technology

only 16% of the former amplitude by increasing the repeti-
tion rate from 1 KHz to 100 kHz. Remarkable is in this con-

on the Destruction Effects of Semiconductors by Impact of EMP
and UWB Pulses, IEEE Intern. Symposium on Electrom. Com-

text the fact that the necessary breakdown threshold drops Patibility, USA, Minneapolis, 87-92, 2002.

under less than one half of the supply voltage. A further note-
worthy decrease under the value of 2 V is unlikely based on
the electrical characteristics of the devices. The possibility to
hit the device in a risky system state is increased due to the
same repetition rate variation by up to 88%. Overall the in-
crease of the repetition rate of applied pulses to an electronic
device is a pretty good possibility to increase the ability to
disturb the system and is only limited by the electrical char-
acteristics of the electronics.
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