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Abstract— The installation and use of smart home technology
that uses wireless communication channels, according to the
802.11 standard series, is rapidly increasing. This article
discusses the effect of Electromagnetic Interference Sweep
Frequency Jamming Signal applied to a wireless smart meter
installed in a three-phase domestic and light commercial
electricity distribution board. More specifically, a method of
frequency jamming signal generation technique, jamming
signal radiation and its interference measurements method are
explained in this paper. Then, the impact of disturbances are
discussed and mitigation mechanisms such as construction
material shielding, digital filtering and a systematic approach of
electromagnetic risk assessment are given.

Keywords — Jamming, Smart meter, Sweep frequency
Jjamming, EMI measurement methods.

L INTRODUCTION

In a low-voltage (240-400 V) power distribution system,
smart home metering devices can read the voltage and current
of each phase of a three-phase consumer unit and then display
active power, reactive power as well as the power factor of
each phase remotely [1]. These measurements can be used
internally or sent to a Supervisory Control and Data
Acquisition (SCADA) engineer of the local Distribution
System Operator (DSO) to operate the system more
efficiently. Other features of these smart devices are their
switching capabilities. The importance of smart meters and
their widespread use in Europe are described in more detail in
several sections of the European Commission publications [2].

The network standards IEEE 802.11n and IEEE 802.3 are
used for wireless and Ethernet communication by smart
meters in order to control the circuit in addition to monitor and
record the measurement results.

After the old electricity meters were replaced with Static
Digital Energy Meters SDEMs, energy consumption costs and
consumer complaints increased due to misinterpretation of
electricity utilization. Subsequently, in [3] the susceptibility of
SDEMs to conducted Electromagnetic Interference EMI via
power electronic switches and power line telecommunication
was examined. The results show that SDEMs are immune to
this type of interferences.

However, the vulnerability of smart meters that use a Wi-
Fi communication channel to EMI radiation has not yet been
assessed in the past. This article describes the method for
measuring EMI radiation on the smart meter’s wireless
communication channel and the associated plan for mitigating
related disturbances.

II.  RELATED WORK

Designing and building an interference source that
disturbs Wi-Fi signal requires only a low level of expertise,
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making intentional attackers prone to deliberate interference,
especially if they interfere with the switching states (on or off)
of circuit breakers CBs.

Furthermore, Grecia Romero used commercial low-power
jammers as a source of intentional electromagnetic
interference (IEMI) to disrupt commonly used wireless
communication devices in the transportation sector [4]. A
similar method is used to jam the smart meter's Wi-Fi signal
in the next section of this report. Also, the average percentage
of disturbing signal power which cover the actual signal,
between the access point (AP) and the Client (smart meter
reading platform), will be discussed in more detail in the
following divisions.

A. Sweep period and jamming signal

Wireless Network communication jamming methods,
including sweep frequency jamming period SFJP, are
explained in [5]. SFJP is one the most common methods of
jamming the Wi-Fi signal by covering the bandwidth of
communication channel. The SFJP in this experiment uses a
frequency range of 2.4 to 2.5 GHz and the mathematical
model of the SFJ signal is given in Equations (1) and (2)
below.

i(t) = Icos(2nf(t)t), 0 <t <SP (1)
-4 =L-h
O =50 =L+, @
where; f; = 2.4 GHz, f, = 2.5 GHz And SP = sweep period.

The IEEE 802.11n physical layer is the interface between
the wireless medium and the MAC layer. Due to the use of
orthogonal frequency division multiplex OFDM, it can be
operated in both 2.4 GHz and 5.0 GHz frequency bands with
a very variable data rate of 65 Mbit/s to 600 Mbit/s [4].

The OFDM symbol duration T, is specified between 4 ps
to 3.6 us according to the physical layer specification of the
IEEE 802.11n standard [6]. For the 20.0 MHz bandwidth of
2.4 GHz frequency band, the IFFT length is equal to 64 and
subcarrier spacing (Af) of OFDM, which is a useful part of
the OFDM, given by the following Equations (3) and (4).

Af _ Bandwidth _ 20MHz _
~ IFFTlenght 64

312.5 kHz 3)
Af=Tiu > T,=32us @)

For this experiment the sweep period SP values of the
jamming signal in Eq. (1) are selected in the range of 0.45 pus
and 50 ps. The SP values are selected in ten step values from
50 ps to 10 ps. From less than 10 ps to 0.45us, the SP values
are the product of T;,=3.2 us (from Eq. (4)) and each one of 2,
1.7,0.5, 1/3, 1/4, 1/5, 1/6, and 1/7 values [4]. (All thirteen SP
values are; 50, 40, 30, 20, 10, 6.4, 5.5, 1.6, 1.06, 0.8, 0.64, 0.53,
0.45)



One of the sweep periods (SP=10 ps) and its jamming
signal are plotted by Matlab, as can be seen in Figure 1.
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Figure 1. Sweep frequency and jamming signal.
B. Matlab Code

The mathematical model from Egs. (1) and (2) is written
on the Matlab platform and the code is provided below in
Table 1.

Table 1 Matlab code for jamming signal, FFT and sweep period.

Fs=1el0;

tf=10e-6;

n=2;

tl =(0: 1/Fs : tf-1/Fs);

t=(0: 1/Fs : n*tf-1/Fs);

fl =2.4¢9;

2 =2.5¢9;

SLOPE = (f2-f1)./(2*tf),

F=fl + SLOPE .* tl;

y1=1 * cos(2*pi*F.*t1);

y = repmat(yl,[1,n]);

figure; subplot(3,1,1);
plot(t,y);xlabel('Time(seconds)")
ylabel('Voltage(V)') title('Signal/time");
axis([0 n*tf-1.5 1.5]);

Jammed signal
(V/time)

FFT fy=fft(yl);
(Power/Freq) | Freq=(0: 1/tf: Fs);
subplot(3,1,2)
plot(Freq(1:end/2), abs(fy(1:end/2)))
xlabel("Frequency (Hz)")
ylabel("Power (dB)")
title('Power/frequency’)

subplot(3,1,3)
pspectrum(y,Fs,'spectrogram’,
...'FrequencyLimits', [2.1e9
'TimeResolution', 0.0000001,
'OverlapPercent',99, 'Leakage',0.85);

Sweep Period
(Freg/time)
2.7¢9],

III. SMART METER AND CONSUMER UNIT

The three-phase distribution board, installed smart meter
and related graphical user interface (GUI) that works for the
defined IP address are illustrated below in Figure 2.

Figure 2. Consumer unit, smart meter and related GUL
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As shown in Figure 2, a current transformer is connected
for each phase of three phases and from the main bus-bar three
cables are connected to the internal voltage transformer of the
smart meter. The smart meter can communicate directly with
other Wi-Fi devices through HTTP protocol which allows
remote control of electric appliances through mobile phone,
PC or building automation system [1].

IV. MEASUREMENT METHOD

This section describes the test tools and measurement
devices to measure IEEE 802.11n network performance. The
general layout of the measurement setup is shown in Figure 3.
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Figure 3. Method of measurement setup layout.

A. Network performance monitor

Wireshark is a platform for a more detailed analysis of
network packets [7]. After the interference signal is applied to
the 802.11n network, information about data packets is
recorded with Wireshark in the first PC and displayed.
Wireshark uses colours to identify different types of traffic in
a snapshot. In Figure 4 below, the TCP traffic is light purple,
the UDP traffic is light blue, and packets with fatal errors are
black, meaning they were not delivered properly.

Figure 4. Wireshark platform in monitor 1.

B. Data rate monitor

The bit rate per second (date rate) can be monitored with
Iperftool [8]. For this experiment, the data rate of the specified
server is measured with a duration of 20 seconds. The data is
transferred between the smart meter (AP) and the second PC
(the Client) while the Iperf is running on a related Java
platform (see Figure 5).



Figure 5. Iperf with its related Java platform in monitor 2.

C. Spectrum Analyser

The frequency power spectrum of the 802.11n network
can be monitored by using the frequency spectrum analyser
(Rohde & Schwarz FSW26) in the frequency range from 2.0
Hz to 26.5 GHz. The Interference signal power magnitude P
and wireless signal power magnitude Pg can be measured by
this analyser. Then Interference to Signal power Ratio ISR is
calculated from below equation (5).

ISR =100 + (=) % 5)
S
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Figure 6. Spectrum analyser showing the partial coverage of Ps by P;.

As shown in Figure 6, much of the actual signal is
covered (distorted) by the interfering signal. In this case, the
actual magnitude of the power spectrum of Wi-Fi signal
before distortion is Ps = -37.79 dBm and the magnitude of
the interference jamming signal is P = -48.5 dBm.

2%(—37.79)—(—48.53)

From Eq. (5), ISR = 100 * ( 75 ) =71.57%.

This is a fairly high percentage of power spectrum coverage
of interference signal that can disconnect the Wi-Fi
connection between AP and the Client or interrupt the
switching state of CBs controlled by installed smart meter.

D. Signal Generator and Amplifire/Attenuator.

The jammed signal modelled in Section /7.B is given to the
arbitrary waveform generator (Tektronix AWG70001A) and
then the high frequency EMC power amplifier (EMV 0.7 to
8.0 GHz) is used to be able to vary the power amplitude within
the required level of 0 to 100%. The initial steps to amplify
the power are five, from 0 to 50, and then the steps are
increased to ten, from 50 to 100%.

Figure 7 shows the signal generator and amplifier
preparing the interfering signal to be sent to the horn antenna
in order to emit the interfering signal propagating in the
laboratory environment. An additional 30 dB attenuator,
which represents the attenuation between the distribution
board and the antenna placed on the outside wall, is connected
between the RF output of the amplifier and the horn antenna.

Figure 7. Waveform generator and power amplifier.

E. Anttenas
1) Horn-Antenna

The RGA-60 double ridged guide antenna (Horn Antenna)
is a linearly polarized broadband antenna covering 1.0 GHz to
18.0 GHz and used for electromagnetic interferences
measurements and specification compliance testing. It’s used
to irradiate the interfering signal and disturb the 802.11n
network as it shown in Figure 8 [9].

Figure 8. Horn Antenna to transmit the jamming signal.

2) High-Power OmniDirectional Antenna

A high-power omnidirectional antenna with a frequency
range of a 2.0 GHz to 6.0 GHz is positioned next to the
consumer unit in order to record the transmitted Wi-Fi signal
before and after the applied jamming signal, as shown in
Figure 9. The measured data are transmitted to the spectrum
analyser for detailed analysis, as already mentioned in Section
1v.C[10].

Figure 9. Omnidirectional antenna adjacent to consumer unit.

V. MEASUREMENT RESULTS

The experimental setups are done in a room where the
consumer unit is functioning like in an actual situation.



The interfering signals are radiated with the thirteen sweep
periods (SPs) of 0.45 us to 50 ps described before. For each
SP, the power of the interfering signal is attenuated by the
installed power amplifier from 0 to 100% in the sixteen steps
mentioned earlier. For every step of SP and all the steps of
power amplifications the achieved bit rate of data transfer is
monitored and recorded. The results are normalised and given
in below Figure 10 [11].

FhEL] i

Figure 10. Bit rate ratio as a function of ISR for each SP.

From Figure 10, for SP values less than 5.5 the data rate
does not drop to zero for the entire ISR range during the
twenty seconds of test period. Additionally, the 15% ISR is
the first critical point at which the data rate drops sharply, and
the second critical point is 30% ISR, where the data rate is
constantly low or reaches zero for most SP values.

Further analysis is performed for the average percentage
coverage of the interference signal over the actual signal. This
statistical analysis is carried out on each value of SP versus
the bit rate ratio, as shown in Figure 11.

Figure 11.Average percentage of noise coverage of actual signal for each
sweeping period over bit rate ratio.

As can be seen from Figure 11, apart from the 0.8 SP
value, the rest of the SPs lower than 5.5 have less average
noise coverage in the real signal. It means that healthier data
will be transferred compared to the SPs higher than 5.5 that
are altered for a longer period with a lower data transfer rate.
The 0.8 SP value of the jamming signal greatly reduces the bit
rate of data transmission due to the targeting of the correct
frequency interval of OFDM.

The results in Figures 10 and 11 show that both factors of
a higher SP values and an accurate alignment of the OFDM
frequency interval with SP value of jamming signal can
interfere with the Wi-Fi communication channel and distort
the data transmission.

The next section describes some mechanisms that can be
used to reduce the risk of the aforementioned disturbances on
smart meter wireless signal.

VI. MITIGATION PLAN

Electricity fuse boards or consumer units are installed in
every domestic or light commercial premises that have access
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to electricity. The local electricity Distribution Network
Owners (DNOs) which are responsible for providing power
supply (three-phases in Germany) are willing to install their
smart meters in near future.

The aim is to monitor the flow of energy in a bidirectional
framework in order to improve the use of electrical energy.
Also, power quality elements such as Negative Phase
Sequence (NPS) and Power Factor (PF) can be monitored by
the DSO SCADA engineer using dynamic readings captured
by smart meters. These factors are some of the fundamental
aspects of the smart grid communication system.

Moreover, residents in these properties are also installing
their own smart devices that would allow them to have a better
ability to control and monitor their energy use.

Apparently, most of the communication between these
devices (privately-owned or DNO-owned) takes place over
the Wi-Fi channel and they are all vulnerable to intentional
electromagnetic interference. A mitigation plan should be
implemented to protect them from all unintentional or
intentional EMI attacks.

In Germany, the Federal Ministry for Security and
Information [12] (Bundesamt fiir Sicherheit in der
Informationstechnik) has introduced BSI TR-03209 - 2,
Electromagnetic ~ shielding of buildings - Practical
measurements. Various types of building materials have been
evaluated in this report to provide additional resistance to EM
interference. This is a good start to protect and provide
additional security for wireless communication channels used
by smart communication devices in all energy consumers.
However, the total cost of the construction of new buildings
will go up and existing properties will need to be modified,
which may not be feasible.

The second method that can be used to mitigate the impact
of EMI on the wireless communication signal is through
filtering the unwanted noise signal. Bruce DeBruhl and
Patrick Tague [8] introduced a digital filtering method that
eliminates the interrupting signal and reduces packet errors by
90%. Nevertheless, only one kind of signal disturbance
method out of all different kinds of jamming signals
introduced in [13] is explained in this report. This makes it
even more complicated to design a filter to mitigate the effects
of all types of signal jamming attacks.

A more systematic approach is needed to protect the Wi-
Fi communication system from EMI interferences, such as
jamming signal interference. Frank Sabath introduced a
systematic risk assessment method (threat scenario, effects
and criticality analysis (TSECA)). The TSECA risk
assessment methodology defines the following steps as part of
the required mitigation plan [14].

A. Define the threat scenario

B. Construct scenario interaction model and system
structure model

C. Determine effects and failure modes

D. Evaluate each effect and failure mode and assign a
severity classification category

E. Identify failure detection and threat warning methods
F. Identify corrective measures for failure modes
G. Document analysis

Regularly monitoring system performance is also
mentioned in [14] as an important factor in eliminating the
effects of the EMI interference signal.



VIIL

In this work, the modelling of the sweep frequency
jamming signal is introduced. In addition, the radiation setting
methods of the noise signal and the EMI measurement are
explained. And then a disturbing signal is emitted to disrupt
the 802.11 system network of a smart meter installed in a
three-phase consumer unit. After the disturbances, the
measurement result has been analysed to identify critical
sweep frequencies that can disturb the OFDM of the physical
layer of the wireless communication channel.

CONCLUSION AND NEXT WORK

Ultimately, a few mitigation mechanisms are
recommended, e.g. the use of building material that offers
stronger protection against external EMI interference, the
digital filtering of interfering signals and a systematic EMI
risk assessment method.

Following this experiment, the goal is to install and
configure a complex smart electricity grid communication
network system, which is considered as a critical
infrastructure. The next step is to test the entire system,
especially the wireless communication channel, against
radiated and conducted EMI. And finally, to apply a similar
systematic EMI risk assessment including the technical and
non-technical aspects of EMI risk assessments mention in the
previous Section V7.
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