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Abstract 

While the number of blockchain ecosystems is growing, enterprises are confronted with the decision on how 
data can be securely and reliably transferred to blockchains. Even though current blockchain solutions proof 
to be a secure way for cross-enterprise data exchange, the data entries and respective devices might still be 
tampered and therefore build the focal point of this paper. To give an introduction to blockchain devices, 
current definitions and relevant device configurations, network connections and communication 
opportunities are gathered through a systematic literature research. The findings are then clustered and 
discussed with blockchain experts in a semi-structured interview series. Finally, the paper presents a 
characterization scheme for blockchain devices in form of a multi-dimensional taxonomy and concludes 
with further research needs. The outcome of the paper also contributes to practice as the taxonomy may also 
be used as a basis for management decisions. 
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1. Introduction

Progressive digitization and globalization lead to various challenges LQ�WRGD\¶V�VXSSO\�FKDLQV. Transparency, 
security and trust are fundamental factors that play a particularly important role in cross-company business 
processes between both cooperating and competing companies [1]. Traditional approaches for data exchange 
often fail to manage relevant information in a way that is both transparent for business partners and at the 
same time safe and trustworthy [2]. Current approaches also pose risks in terms of system failures, integrity, 
authenticity, and performance bottlenecks [3]. As a result, companies are striving to adapt to these changing 
conditions and pilot blockchain solutions in various industries [4,5]. Blockchain technology  pursues a 
decentralized approach for data storage and management creating enormous potential for numerous use cases 
[6]. Logistics and supply chain management in particular pose a suitable application area, as information can 
be securely exchanged across the entire value chain [7,8]. Still, for this purpose the help of additional 
technologies, such as devices to access data from the Internet of Things (IoT) is necessary [9]. Many studies 
on the possibility of using blockchain technology in real world use cases neglect this necessary interplay of 
technologies. Nevertheless, only by having the right and correct data stored on the blockchain, it makes sense 
to benefit from its technical functionalities such as immutability and tamper-proof storage [10]. 

Until today, numerous blockchain projects remained in a Proof-of-Concept (PoC) status as they did not 
manage to organize a sufficient interplay of technologies and integrate proper devices in their blockchain 
networks [11,12]. To address this issue, the Ministry of Economic Affairs, Innovation, Digitalization and 
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Energy of North Rhine-Westphalia is funding the Blockchain Europe Project and supports this research 
paper that answers the following research questions:  

1. What is a blockchain device and by the use of which dimensions can it be characterized? 

2. Which ways exist to integrate devices in a blockchain system and which identity and security mechanisms 
need to be considered? 

To answer these research questions, in the next chapter necessary background information on IoT and 
blockchain devices is explained. After that the systematic literature procedure, taxonomy development and 
expert interview approach are explained as used methodologies. Finally, a characterization scheme is 
presented in form of a taxonomy and discussed in detail. The paper concludes with a summary and further 
research needs. 

2. Background and state of the art 

From IoT devices to blockchain devices 

An Internet of Things (IoT) device is a physical object that has mechanical or electrical components [13]. It 
is also "smart" because it is equipped with sensors and microprocessors, enabling the IoT device to perceive 
and process its environment [14,15]. A further essential characteristic of an IoT device is its digital 
networking with other devices via standard internet technologies, enabling IoT devices to communicate and 
perform their tasks automatically [13]. Via equipment systems, such as a monitor, it is possible for humans 
to interact with the IoT device. Logistics and supply chain management are one of the main application 
domains for linking blockchain with the Internet of Things and respective devices. Due to the interconnection 
of resources and goods, both within and across companies, which exchange their states or negotiate 
interactions, secure storage locations are necessary to keep track of the value-adding activities. Here, the 
blockchain enables communication between IoT devices as well as the verifiable transmission of 
information. When used in conjunction with smart contracts, industrial equipment can autonomously provide 
paid services, report maintenance needs, issue invoices, and make debits. An example of the data that can 
be exchanged within supply chains is vehicle maintenance data and wear data measured in real time and 
transmitted directly, conditions such as fill level indicators, derivative indications, or temperature indications 
for goods subject to a refrigerated container warranty [16]. All of this information triggers follow-up actions, 
such as intervening when a temperature is exceeded based on tolerance limits or when a vehicle maintenance 
due date has been exceeded [17]. 

Blockchain devices - a status quo 

Blockchain devices can be represented by different IoT devices, e.g. smartphones, tablets, temperature 
sensors, or hardware wallets (storage of tokens) that communicate with a blockchain. The first approaches 
to blockchain devices can be found in the literature: Griggs et al. (2018) designed a blockchain system based 
on a private Ethereum framework. In this system, sensors communicate with IoT devices that invoke smart 
contracts and write records of all events on-chain. The IoT device in this system builds a link between sensors 
and blockchain nodes. The device comes into play as a smartphone that makes patient data visible via 
appropriate software [18]. Caro et al. (2018) developed a blockchain-based food tracking solution on 
Ethereum and Hyperledger Sawtooth. In this solution, IoT devices are integrated to process GPS data. By 
collecting and processing the data directly, IoT devices have direct access to the data and store it as a full 
node on the blockchain system, ensuring transparent and verifiable traceability. On a truck installed devices 
scan the batch packaging via an RFID tag and thereby identifiy current goods. When the truck starts moving, 
the device starts monitoring the temperature and GPS position. [19]. Laszka et al. (2017) describe a privacy 
preserving energy transactions (PETra) solution for transactive microgrids that allows consumers to trade 
energy without sacrificing their privacy. PETra is built on distributed ledgers and provides anonymity for 
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communication, bidding, and trading. In this solution, the development of an IoT infrastructure is described, 
but it is not defined exactly which device communicates with the blockchain and how. The device mentioned 
is a smart meter, which must be deployed and authorized at each prosumer (producer and consumer) to 
measure the prosumers' energy production and consumption in a tamper-proof manner [20]. Grecuccio et al. 
(2020) report a development of a software framework that enables IoT devices to interact directly with an 
Ethereum-based blockchain. This solution provides an alternative way to integrate a broad category of IoT 
devices without relying on a centralized intermediary and third-party service. Each IoT device has its own 
gateway and can sign transactions locally and offline. Moreover, each IoT device is identified by its address 
within the blockchain and can thus be a target for potential smart contract events [10]. 

3. Methodology 

Structured literature review 

Methodically, a systematic literature review according to 21 was conducted for the scientific base of this 
paper it is highly suitable for opening up emerging topics. We applied numerous search strings in different 
combinations. "Blockchain Technology" and "Distributed Ledger Technology" in combination with 
"Devices", "Internet of Things", "Smart Devices", "IoT Devices", "CPS", "CPPS", were used as keywords. 
In order to narrow down the field of observation in some places, "Supply Chain Management", "Logistics", 
or "Enterprise Networks" were additionally added to exclude paper without real world application. Finally, 
we collected 38 relevant papers that we extended by 12 papers through forward and backward research. 

Taxonomy development 

Following up on the literature review, we developed a taxonomy based on the approach of 22. The method 
with its roots in Information Systems (IS) research consists of seven steps (see Figure 1). First, one must 
establish a meta-feature that defines the purpose of the taxonomy. Second, end conditions must be 
established, and an approach must be chosen. The choices are the conceptual-empirical approach or the 
empirical-conceptual approach. Each approach is divided into three steps. In the conceptual-empirical 
approach, the focus is on conceptualizing features and dimensions before examining the objects and then 
creating a taxonomy, while in the empirical-conceptual approach, the focus is on extracting features and 
dimensions from the objects before grouping them into a taxonomy. In all iterations, we followed the 
empirical-conceptual approach. These two approaches need to be run repeatedly until the final conditions 
are met. Nickerson et al. (2013) defined 13 end conditions, divided into eight objective and five subjective 
(concise, robust, comprehensive, extensible, and explanatory) conditions. We describe the development of 
our taxonomy and meta-feature, as well as the dimensions with their features, in the next section. 

 
Figure 1: Taxonomy development according to Nickerson et al. (2013) 
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Expert interviews 

The main goal of our taxonomy is to characterize blockchain devices in order to differentiate the large 
number of devices in the blockchain ecosystem. Therefore, we defined "core features and their feature 
manifestations of IoT Devices connected to a Blockchain network" as a meta-characteristic for our 
taxonomy. This meta-characteristic was the basis for identifying additional dimensions and characteristics 
and did not change during the iterations. The development of the taxonomy required six iterations until we 
met all 13 final conditions and thus reached the final state. In all iterations, we followed the "Empirical-
Conceptual" approach. For additional discussion of the taxonomy with practitioners and to elicit new as well 
as elaborate on already identified requirements for blockchain devices, semi-structured guided expert 
interviews were conducted and transcribed according to the clean verbatim transcription approach [23]. The 
analysis was conducted along the methodology of qualitative content analysis according to 24. The experts 
listed in Table 1 were approached for interviews. 

According to the guidelines, the interviews were scheduled for 45 minutes each. Due to additional 
explanations, some interviews took a longer time. The backgrounds of the experts cover the fields of 
business, computer science, logistics, supply chain management and mechanical engineering. The 
organizations represent application-oriented research institutes and consultancies, as well as a small and 
large company that both already implemented blockchain applications. All experts have been working on 
the blockchain topic for at least one year. During each iteration, the derived dimensions for the taxonomy 
and respective features were discussed, added or deleted. 

Table 1: Overview expert interviews 

Title Company Industry Date Duration 
Blockchain Developer Consulting company for enterprise blockchain 

solutions 
Consulting May 

2021 
00:45 h 

Blockchain 
Researcher 

University chair researching in decentralised 
markets 

Research May 
2021 

00:51 h 

Consultant Logistics Service Provider Logistics June 
2021 

01:23 h 

CEO Blockchain Start-up Logistics and 
Technology 

June 
2021 

01:16 h 

Blockchain Expert Consulting company for enterprise blockchain 
solutions 

Consulting June 
2021 

00:55 h 

Researcher in the 
field of CPPS 

University chair researching in CPPS and 
connection to blockchain systems 

Research June 
2021 

00:45 h 

 

In the first iteration, we analysed the first 38 papers for the basis of our taxonomy and met seven final 
conditions set by Nickerson. In this state, we identified 19 dimensions with multiple characteristics each. 
After discussions in the author team, we realized that some dimensions were not meaningful and in addition 
duplications occurred, so we decided to reduce five dimensions. In the second and third iteration, we 
examined the additional 12 papers. After the iterations, we discussed 14 dimensions and met ten final 
conditions. In the fourth iteration, we decided against categorizing industry use cases and added new 
dimensions, such as system characteristics, which were used to categorize hardware together with two 
experts from the interviews conducted in May. Due to ambiguity about whether the system features were 
low-end or high-end, we decided against it in the fifth iteration after discussions with two further experts 
from the interviews series in June. We also removed dimensions that related too strongly to IoT. Instead, we 
added three major layers, which evolved into the final Device Layer, Integration Layer, and Blockchain 
Layer as we went along. In the last iteration, the taxonomy was finally discussed together in the last two 
experts from the June interview series and some features were replaced, for example, concrete consensus 
algorithms emerged instead of categories of consensus algorithms as before, which again was difficult to 
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prove. This resulted in a concise, robust, comprehensive, extensible, and explanatory taxonomy that does 
not include repetitive dimensions or features to classify all objects identified in the literature review. 

4. Findings and discussion 

The taxonomy serves as an answer to the research questions of this paper, as it characterizes types of 
blockchain devices and requirements for a blockchain device to securely and reliably put data on the 
blockchain. As shown in Table 2, the taxonomy consists of eleven dimensions with 44 characteristics. To 
increase the transparency and understanding of the taxonomy, we grouped the identified dimensions into the 
three layers: Device differentiation, blockchain integration, as well as identity and security mechanisms. In 
addition, an asterisk (*) at the end of a feature indicates whether it is also possible to select multiple 
characteristics. We visualise the taxonomy as a morphological box, since this is a common way of visualising 
a taxonomy and it generally illustrates the set of relations contained in a problem complex in an intuitive 
way [25,26].  

Device differentiation 

Performance: IoT devices can basically be divided into low-end and high-end on the criteria of their 
hardware equipment (computing power, storage capacity, battery capacity, communication capability, etc.). 
The main difference is the executability of software based on traditional operating systems (such as Linux). 
While a low-end device cannot execute software based on traditional operating systems, the high-end device 
is able to execute such software [27±29]. In addition, limited memory capacity, communication capability 
(broadband), and computational power are not particularly suitable to support resource-intensive distributed 
ledgers, but sufficient to be able to use the services of a distributed ledger network (e.g., by using an API) 
[29].  

Equipped systems: The interaction with the environment functions via measurement, control and regulation 
technology. Only sensors that perceive the environment are used for measurement technology. For example, 
temperature sensors perceive the outside temperature or pressure sensors perceive certain forces [15]. In 
contrast, control technology exclusively uses actuators. Actuators are the signal converter counterpart to 
sensors and form the actuators in a control loop, i.e. they convert signals (e.g. commands from the control 
computer) into mechanical movement or other physical variables (e.g. pressure or temperature). In control 
technology both, sensors and actuators, are used. The sensor system displays current measured values, while 
the actuator system triggers a specific action when a measured value is exceeded [18,27,30]. 

Communication Technologies: One of the main features of blockchain devices is their communication with 
each other or with other systems via internet. Communication technologies include wired technologies such 
as the Local Area Network (Ethernet, PLC, bus systems) and wireless ones, such as Wireless Personal Area 
Networks that represent the most widely used communication technology among IoT devices and have a 
range of approximately 100m. Examples of WPAN are devices with Bluetooth, ZigBee or Z-Wave 
equipment [32,29,31]. WLAN, as another wireless communication technology and enables ranges of up to 
1 km. In this category, Wi-Fi is the most widely used standard [29]. LPWAN is a communication technology 
that is predicted to grow rapidly. Key factors are the extremely long battery life and a maximum 
communication range of over 20 km [29]. Mobile networks, such as GSM, 3G, 4G and 5G, are used for the 
long-range operation of IoT devices. 2G, 3G and 4G technologies have long been the only option for device 
connectivity. Now that LPWAN and also 5G are gaining prominence, these legacy mobile standards are 
expected to give up their share to the new technologies [29,31].  
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Table 2: Taxonomy for Blockchain Devices 

 
MD = Meta-Dimensions; MEX = Exclusivity 

Network integration 

IT architecture: IT architectures especially in the area of IoT can be divided into centralized and a 
decentralized types. In centralized architectures, a central hub is used to provide backend services for smart 
devices. Some of the most important centralized capabilities are event processing, events notification and 
real-time analytics. In addition to the mentioned capabilities there are also scenarios where decentralized 
communication between IoT devices is required without the need of a central hub. There are many examples 
of decentralized IoT applications like peer-to-peer messaging or decentralized auditing and file sharing. 
[4,31] 

Network topologies: The network topologies which are used in IoT can be split into three categories: star, 
point-to-point and mesh. The point-to-point topology is based on a direct connection between the nodes. In 
star networks every device is connected to a central hub. In a mesh network topology every node can be 
connected with each other. There are six networking attributes: latency, throughput, fault resiliency, 
scalability, the number of hops and range. These attributes can help developers of IoT Applications in 
knowing the capabilities of the different network topologies to choosing the best topology for their own 
Application [31]. 

Blockchain-Governance: Blockchain governance determines the organisational structure, jurisdictions in 
and requirements for the usage of blockchain-based applications as well as the consortium agreement 
process. Three governance structures can be distinguished. On the one hand, an independent blockchain 
network can be established and managed for the individual use case of a company. On the other hand, it is 
possible to join and participate in already existing blockchain networks and accustom to the already existing 
governance. Finally, it is also possible to make use of external service providers who make a blockchain 
network available. These include blockchain-as-a-service- or cloud-based solutions. [33,34] 

Blockchain types: public blockchain represents an ecosystem, publicly visible to everyone. This type of 
blockchain has become known through the crypto networks Bitcoin and Ethereum. [35] Private blockchains 
(e.g. Multichain) offer governance rules that have to be developed individually during network construction. 
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With this type, data is shared in a restrictive manner and participants can only view defined transactions. A 
consortium blockchain is a special form of private blockchain because the consensus process participation 
is distributed among several organisations in the P2P network. The transaction activity is isolated from the 
public [35]. Hyperledger Framework of the Linux Foundation can be mentioned as an exemplary framework. 
A hybrid blockchain offers public access to the network for everyone and at the same time a trust-based 
governance structure. [36]  

Blockchain identifiability: IoT Devices without a direct connection to the blockchain network cannot be 
identified via the blockchain, as they communicate indirectly (e.g. via a cloud server) with the blockchain 
network. [10] However, there are also devices that can identify themselves in a blockchain network. On the 
on hand, there are light clients which are nodes with a computing capacity and network bandwidth that is 
too low to download and check the entire blockchain [37]. Ethereum has a client application named Mist 
Browser, a user-friendly wallet also known as a Light Node. This Light Node connects to a blockchain to 
perform only basic functions of a full node, such as sending and receiving cryptocurrencies which only 
requires a wallet application on the IoT device [38,39]. A light node is thus able to sign and broadcast 
transactions on its own. On the other hand, there are devices that hold a full copy of the blockchain and have 
sufficient processing and storage capacity to act as a Full Node. IoT home gateways, for example a Raspberry 
PI, can already participate in the blockchain as a full node and thus potentially support blockchains [29].  

Gateway: One possible solution for connecting devices consists of a communication between a central cloud 
server and the devices, also called IoT cloud server. The server is responsible for collecting data from the 
IoT devices and for storing this data in the blockchain. One of the weak points of this solution is the central 
server as a single point of failure. Another crucial vulnerability is the lack of digital signatures of the IoT 
devices. The data that is sent to the blockchain is not signed on the spot by the device, but only when the 
data is received by the central server. This means that the authenticity and integrity cannot be guaranteed 
from the source [10]. Based on the remote procedure call (RPC) developed by Birrell and Nelson in 1984 
[40], there is the possibility of triggering the execution of a procedure on a remote enterprise server through 
embedded gateways. The enterprise server provides the gateways with an API, which enables interaction 
with the blockchain. The gateways should be uniquely identifiable, sign transactions locally and offline with 
their private keys before communicating with the RPC server. Using its own addresses within the blockchain, 
each IoT device can be identified and thus be a target for possible smart contract events [10]. Apart from 
that, other devices can act as gateways to enable a communication from smaller low-end-devices to the 
blockchain [37]. 

Identity and security management 

Identity management: A relatively new approach to identity management is the Self-Sovereign Identity (SSI) 
paradigm based on decentralized infrastructures. Typical for SSI is the focus on the user of the digital 
identity, who is in possession of his personal data himself and decides on third-party access [41]. The user 
receives identity features and corrections in the form of cryptographically secured digital proofs - the 
verifiable credentials - and can manage them independently by means of a digital wallet [42]. Bring Your 
Own Identity (BYOI) in this context refers to the idea and goal of being able to use this own identity on 
demand in any environment, be it private or business [41]. Public Key Infrastructures (PKI) are one of the 
mechanisms for managing keys in public key cryptographic systems. A private key owned only by the user 
allows the signing of different contents and documents. The public key then allows anyone to verify the 
respective signature [43]. Efforts to adapt PKI systems to emerging challenges, result in the development of 
Decentralized PKI (DPKI). One guiding and already practiced idea is the hierarchy-free web-of-trust, in 
which users mutually confirm credibility and correctness of associated data and trust in an assigned public 
key while network partners authenticating it [41]. 
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Security mechanisms: The idea of anonymous digital signatures is that users or objects within the blockchain 
network can use pseudonyms to hide their true identity and thus secure their privacy [14,44]. Mixing 
procedures involve mixing users' or objects' values with each other, which leads to confusion within the 
network. The identities can be disguised with this mechanism. To protect digital assets from attackers, 
Mixcoin, for example, obfuscates users by mixing currencies simultaneously and also uses an accountability 
mechanism to detect asset thefts [14,44]. The homomorphic encryption algorithm is a technique that enables 
computations to be performed on the cipher text itself. Hence, it is not necessary to convert data into plaintext 
in order to perform an operation on it. Homomorphic cryptography can be easily applied to the data on-chain 
without changing the blockchain properties, which ensures privacy and allows data to be verified and 
managed only in encrypted form. Secure Multiparty Computation Protocols (SMCP) are a class of algorithms 
that allow a group of mutually untrusting actors to evaluate functions without having to reveal their private 
inputs [14,44]. Attribute Based Encryption (ABE) is a cryptographic algorithm that uses the attributes as 
regulatory factors for the cipher text encrypted with the user's private key. The text data can only be 
decrypted if the attributes of the decoders match the encrypted data [14,44]. 

5. Conclusion 

Previous research has provided good reasons to believe that blockchain solutions will diffuse in various 
industries over time. To exploit all functionalities of the technologies, getting the right data in an integer and 
traceable manner on chain, constitutes an important challenge. Appropriate configured blockchain devices 
address this challenge and are described in this paper by (1) hardware constitution as well as (2) technical 
possibilities to connect them to the blockchain systems and (3) operate identity as well as security 
management measures. 

The central outcome of the paper is a taxonomy characterizing relevant dimensions of blockchain devices, 
scientifically substantiated by literature research and expert interviews. It became clear that current 
enterprise blockchain projects use different blockchain devices with different and individual characteristics. 
Thus, a strict determination of a singular blockchain device is not possible. However, our characteristics help 
to understand the range of different device types and possibilities to integrate them in a blockchain system. 
Therefore, in a first dimension, the devices are differentiated according to their performance and energy 
efficiency as well as equipped system and communication technologies. A second dimension addresses the 
type and topology of IoT platform the device gains access to; the type of governance and framework of the 
connected blockchain system; as well as the way the device is identified by and connected with the system. 
A final layer addresses possible identity and security management measures for the device. 

This outcome aims to advance previous research on devices that are described in blockchain research and 
delivers a first-ever possibility to classify blockchain devices. The investigation is of considerable relevance 
to blockchain scholars as well as practitioners that find themselves in PoC blockchain projects and work on 
device integrations. In order to further validate the developed taxonomy real world blockchain devices will 
be described by its means in a future research work by the Blockchain Europe Project. Blockchain scholars 
are invited to build up on the taxonomy and apply it in further case studies to demonstrate international 
acceptance and applicability in practice. 
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