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Abstract 

The emergence of cyber-physical systems (CPS), cyber-physical production systems and smart products is 
fundamentally changing the approach to product development. The paper addresses the current challenges 
in the development and design of product innovations arising from the emergence of cyber-physical systems, 
cyber-physical production systems and smart products, and the resulting opportunities. To provide a basic 
overview of the existing challenges, results from studies, scientific publications and experiences from 
industry are described. These results from industry are obtained from project work with a globally operating 
German manufacturing company. In the course of these challenges, companies must reorient themselves in 
terms of their products, services and find their role in changing ecosystems. The aim is to show the extent to 
these challenges addressed in science and the state of the art. One approach to address these challenges is 
described in this paper using the technical concept of the asset administration shell (AAS) and the CRISP-
DM methodology. The goal is to provide insights in the early stages of product creation to drive incremental 
innovation or product improvement to facilitate the development of successful CPS and smart products. 
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1. Introduction 

The digital transformation is permanently changing production environments and thus also production 
systems. The systems used in production are becoming increasingly intelligent and connected. As a result, 
in the final vision of Industry 4.0, production systems should be able to control themselves autonomously. 
To achieve this goal, cyber-physical systems and cyber-physical production systems represent a central 
enabler technology to enable new use cases. [1]. 

In turn, the emergence of cyber-physical systems is having a major impact on the way products are 
developed. Their development is characterized by high demands on interdisciplinarity, resulting in a new 
complexity in product development that must be mastered for the development of successful products [2]. 

In this context, cyber-physical products and cyber-physical production systems offer new opportunities. By 
connecting them to an infrastructure and enabling them to collect data end-to-end, new information can be 
obtained about their operation, maintenance or manufacturing. This is made possible by the ability of CPS 
to self-describe. Thus the CPS has knowledge about its own state or about its own capabilities; furthermore, 
the self-description can also contain information about the periphery or about the system context [3]. These 
information can in turn be applied in early phases of product development to design cyber-physical products 
in such a way that they can be sold more successfully on the market or meet the customer requirements in a 
better way. This requires new methods to select, process and make available this data for product 
development. 
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The aim of this paper is to address current challenges in the development of cyber-physical and smart 
products and to introduce a new approach to meet these challenges. Existing research is described and 
terminology work on cyber-physical systems and directly related technological concepts is presented in 
Chapter 2. Chapter 3 covers the current state of science as described by technical interest groups from 
Germany and in selected literature. In addition, findings from industrial work are considered. Chapter 4 
describes an approach for a concept based on the asset administration shell and the Cross Industry Standard 
Process for Data Mining (CRISP-DM) procedure. Chapter 5 will briefly summarize the paper and conclude 
with an outlook. 

2. Current state of research 

This chapter explains the terms cyber-physical system and cyber-physical production system as well as the 
smart product based on them in context of this paper and the presented research approach. The Industry 4.0 
component will also be described. 

2.1 Cyber-physical product, cyber-physical production system and smart product 

An early definition for cyber-physical systems dates back to 2006 [4]. Whereby CPS are described as 
integrations of computations with physical processes. Embedded computers and networks monitor and 
control physical processes, while physical processes affect computations due to feedback loops and vice 
versa [4]. The Association of German Engineers (VDI) defines CPS as a "system that links real (physical) 
objects and processes with information-processing (virtual) objects and processes via open, partly global 
information networks that are interconnected at all times". It also notes that a CPS can optionally use local 
or remote services and have a human-machine interface, and that the system can be adapted during its 
runtime. [5]. A cyber-physical production system (CPPS) is referred to when it is a CPS that is applied in a 
production-specific context [6]. 

Smart products are cyber-physical products that are enhanced by external infrastructure (internet) based 
smart services. A smart service is understood to be a service that is based on product-related data collected 
from the customer and that can be adapted to customer needs on this basis and can be used in a context-
sensitive manner. Basically, it is stated that smart products generally consist of physical components (e.g. 
mechatronic components), intelligent components (e.g. software) and networking components (e.g. 
interfaces) [7]. Following this explanation, Figure 1 shows a simplified and generalized structure of the 
components of a smart product based on [7]. 

 
Figure 1: Simplified, generalized representation of the components of a smart product based on [7] 
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2.2 Industrie 4.0 Component 

The combination of an asset with the AAS makes the Industrie 4.0 component. Every physical or logical 
object of value owned by a company or institution can be considered an asset. Capabilities can be attributed 
to each resource, therefore also to each asset. A capability describes an implementation-independent 
description of the functionality of a resource that has an effect in the real or virtual world and that serves for 
the fulfillment of a requirement for the processing a product. This means that the fulfillment of a required 
capability is checked against the capability of a resource to decide if a capability is the right match for the 
fulfillment of a desired task. Therefore before the execution of a certain task is initiated, a feasibility check 
is taking place to assess if a functionality is delivering the desired outcome. Capabilities can be in a hierarchy 
to each other and be composed of different capabilities [8]. The Industrie 4.0 component can therefore be 
regarded as the logical next evolutionary stage of a cyber-physical system in an industrial environment.  

3. Current state in industry and academia 

The development of CPS and smart products is complex and requires a high degree of interdisciplinary, 
since their components described in Chapter 2 require knowledge from different domains. At the same time, 
however, CPS offer new opportunities since they can allow data from the various phases of the product 
lifecycle to flow back into the early phases of product development, thus enabling a closed loop - field data 
from actual product usage can be used to derive new insights. This includes phases such as ideation, the 
concept phase and development [9]. 

This is supported by the concept that CPS are aware of their own state parameters as they pass through the 
different stages of their product lifecycle. Integrated into modern production flows, they can capture and 
store this data about themselves, as well as communicate and interact with other components in production 
systems [10]. However, a large part of the CPS currently in use mainly act passively, so that they primarily 
communicate clearly assignable information about their status in the form of status updates. Some of the 
CPS can also make or participate in decisions on their own. For example, information can be used to detect 
indicators of problems or to trigger defined actions [11]. The data generated by these products, for example 
through maintenance or repair, can be used to derive new products and strengthen customer relationships. 
This data can also be of great relevance when it comes to developing service-based capabilities for data 
processing [12]. Furthermore, with the help of CPS, companies can better capture information about actual 
user behavior, so that new insights will become apparent to companies about which product functionalities 
are actually used by product users and which receive little attention or are even avoided [13]. This can help 
companies establish a systematic approach to product improvement [14]. This is particularly important 
because the integrated development of physical products and digital services requires them to be developed 
in harmony with each other [15]. New tools are already being used to analyze the behavior of customers and 
consumers in order to offer products that precisely meet the desired characteristics. The development of 
products with the help of new technologies that take social and technological megatrends into account is 
already on the rise [16]. In a survey of experts this is underpinned by the fact that eight out of ten experts are 
of the opinion that information retrieval through smart products holds great added value for product 
development in that individual customer needs can be better addressed by new products [11]. 

Although the description of these possibilities takes place in scientific literature, concrete applications and 
procedures for the implementation in practice are currently still lacking. In particular, methods for 
identifying customer requirements are among the most important factors, but at the same time there is a lack 
of customer integration in the product development and product evaluation process [10]. This also 
corresponds to the findings of the Platform Industry 4.0 study on the engineering of smart products and 
services. In this study, research needs in various areas for the development of smart products were identified 
by analyzing relevant work and conducting interviews with experts. In this context, research needs are 
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expressed several times when it comes to the use of product usage data for product development. For 
example, in the context of planning approaches, a need for research was mentioned for the provision of 
knowledge based on feedback information from previous product generations. In the context of requirements 
specifications and requirements management, for example, a research need was identified for approaches to 
generate knowledge from product usage data for new requirements specifications. According to the study, 
there is also a need for new approaches for the processing and for the provision of product utilization 
knowledge for engineering tasks [17]. It is also predicted that data from the product usage phase will 
increasingly be passed back into the development process and thus take on a more important role in the 
future [18]. 

During an industrial project with a component manufacturer who, like many representatives from the 
German SME sector, is facing the challenges of digital transformation, it was possible to identify needs 
similar to those in the study described earlier. Three significant topics that were identified during this work 
and are relevant for the considerations in this paper are summarized below: 

 A concrete need for the collection of product data from the field has been identified. This data is to 
be utilized in particular with the aid of analytical methods for the improvement of existing products. 

 Components that are already in use are able to collect data about themselves. However, there is 
uncertainty about how this data can be handled and used in the future. This goes hand in hand with 
the fact that it is currently still uncertain what role the collected data can play in future business 
models. 

 Deriving a scope of services for future products proves to be difficult. Especially in the respect that 
it is unclear what functionalities will be demanded by customers in the future and expected in 
products they intend to buy. 

From the identified needs of industrial partners, for which concepts are already described in the scientific 
literature, it is apparent that further solutions for industrial practice are needed. 

4. Solution proposal 

This chapter is describing the asset administration shell, the CRISP-DM and how these two concepts are 
being used in a new approach. 

4.1 Asset Administration Shell 

The AAS is a standardized representation of an asset and therefore a key factor for the interoperability 
between applications that are managing, steering and controlling manufacturing systems. The AAS and the 
asset that’s represented by it can be uniquely identified - yet several AAS can be assigned to one asset, e.g. 
from the manufacturer's and the user's point of view. Submodels of different kind of aspects are contained 
and technical functionalities are described by the AAS [19]. Thus, by representing the characteristics of an 
asset through the AAS, it can be linked to the information world. These characteristics can be very wide-
ranging and diverse. For example, they can be simple product properties, but also context-specific 
information about the product or information about its manufacturer. With an AAS containing multiple 
submodels, all information and functionalities of a given asset that a necessary for the completion of a 
dedicated use case can be described. Such information can include but are not limited to the features, 
characteristics, parameters, measurement data, capabilities or properties of the asset [8]. With the help of the 
AAS, a digital twin, i.e. a sufficient digital representation of an asset that meets the requirements of dedicated 
use cases, can be implemented [19]. These information can be covered by the AAS over the complete 
lifecycle of an asset and can therefore access its relevant data in every phase. 
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4.2 CRISP-DM 

The CRISP-DM Methodology is described in a 6-step process model. It is a standardized procedure model 
that finds application in many data mining use cases. General tasks are assigned to each of these six phases, 
but are not discussed in detail further in this description. The process model consists of the phases business 
understanding, data understanding, data preparation, modeling, evaluation and deployment. However, the 
phases are not a rigid sequence, as it is often necessary to go through individual phases several times. In 
addition, there are other relationships between the phases that are not apparent in the general illustration in 
Figure 2. Which phase occurs next depends on the results achieved in each phase process model. There is a 
regular sequence, which also represents the main dependencies of the phases. This is also represented by the 
arrows between the phases. The large arrows arranged in a circle indicate the cycling nature of data mining, 
as it is not finished with the deployment, but re-introduces new findings. The CRISP-DM process model is 
shown in Figure 2 [20].  

Figure 2: Phases of CRISP-DM [20] 

CRISP-DM provides a very suitable framework for the methodological approach, since both aspects for 
evaluating use cases and technical aspects are given the necessary attention. Therefore, it is suitable for the 
methodological approach discussed in this paper, in that it also does justice to interdisciplinary problems and 
can be used in all domains. 

4.3 Conceptual approach 

Although it is described several times in the literature that product usage data can unfold new potentials in 
development, in practice there is still a lack of available solutions for industrial applications. Products and 
systems that have all the necessary characteristics of a smart product are increasingly being used in 
production environments. One approach to successful create new product adaptions and gain additional 
insights out of the usage of products can be to enrich product creation with additional knowledge from 
different phases of the product lifecycle. It also supports the product creation to cope with the new 
complexity in product development and to design products according to actual needs. Due to the given 
potential of the AAS to capture data of an asset along its product lifecycle, it is a suitable technological 
concept to realize use cases where data from the different phases of the product lifecycle are to be utilized 
in the early phases of product development. Figure 3 shows an exemplary product life cycle and the 
schematic feedback of data from the different phases into product development with the help of the AAS. In 
this context, assets are already linked to an AAS in their creation and carry information from this phase. 
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Figure 3: Exemplary product lifecycle with a closed feedback loop 

In order to fundamentally assess the extent to which adaptations should be performed on a product, its quality 
in fulfilling specific tasks can be evaluated. This is to be based on the degree of fulfillment of a technology 
or a process, which results from the delta of the requirements of a product and the capabilities of a technology 
or a process. For this purpose, submodels of the AAS must be enriched with properties. These represent 
defined characteristics that are suitable for describing and differentiating products [19]. The source of this 
type of data continues to be the asset, with the AAS acting as a vehicle to enable a new type of interoperability 
and unique identification. 

Such products or systems and the AAS create the technological foundation to enable closed feedback loops. 
To select and analyze the data from the product life cycle and for the early phases of product development, 
CRISP-DM is a suitable approach [20]. The combination of the AAS and the CRISP-DM procedure 
represents a novel research approach to systematically enrich product development with available knowledge 
from the product life cycle. However, since the data continues to come from the asset, it is necessary to 
consider which of its data is relevant and in what quantity and form it is required for the product adjustments. 

 
Figure 4: AAS specific complementary tasks in the initial phases of the CRISP-DM 

Therefore Figure 4 shows for the proposed approach necessary tasks complementary to the CRISP-DM in 
its early phases to derive product changes with the help of the AAS. A distinction is made between 
functionality-based, performance-based and business case based changes. While functionality-based product 
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changes are derived from qualitative product usage, for example by not using functions or merging functions, 
performance-based product changes are derived from quantitative product usage, for example by using a 
product in a certain performance area in a defined period of time. Smart products also bring new challenges 
in the design of business models. Be it in the design of new monetization means, the design of value-based 
revenue models, or the use of product data in accordance with regulations. Therefore it is also important to 
continuously verify whether a smart product is contributing to the successful implementation and operation 
of a business model as planned. Therefore, it is necessary to continuously assess whether the currently 
operated business model meets the defined requirements and thus contributes to the planned business 
objective. The verification of the requirements and the associated hypotheses can be carried out with both 
qualitative and quantitative usage data. 

For all types of product changes, the product requirements and related assumptions are described in the first 
phase of CRISP-DM. The assumptions will be used to formulate hypotheses about potential product 
improvements, which will be confirmed or falsified using real usage data. Massmann et al. propose a 
hypothesis-based and an explorative approach to data analysis. In the consideration of this thesis hypotheses 
are used for all types of product changes, however function-based product changes also require an 
explorative approach [21]. While anticipated usage in the hypotheses is described by workflows in the case 
of functionality-based product changes, anticipated target performance limits are described in the case of 
performance-based product changes. For potential adjustments to the business case, assumptions and 
hypotheses are continuously tested with real usage data to assess whether the intended business objective is 
being pursued in a target-oriented manner. 

For all types of product changes, submodels of the AAS are defined whose properties and thus the collected 
data are suitable for testing the hypotheses. The capabilities of the Industrie 4.0 components are also 
described, what other capabilities they may be composed of, and what hierarchical relationship they have to 
each other. 

This is followed by the second phase, Data Understanding. This phase involves an initial review and 
collection of data, as well as their general and qualitative description. In this phase, it is also necessary to 
identify which phases of the product life cycle are the source of relevant data and should therefore be the 
focus of the analysis. The first and second phases are particularly important for developing a concept for 
using the AAS and CRISP-DM to implement a closed feedback loop. However, the weighing of the need for 
product adjustments is conducted differently. For functionality-based product changes, patterns in product 
usage are exploratively sought and compared to anticipated workflows. A deviation of workflows from 
actual usage, for example, can provide insight into functions that are not necessary and thus can be eliminated 
if they are not used. However, new functions can also be derived from frequently recurring workflows in 
actual product usage - in this case, for example, a new, hierarchically superior capability can be derived from 
multiple lower-level capabilities. In the case of performance-based product change, threshold values 
formulated in hypotheses are compared with performance metrics from actual usage. This comparison is 
intended to evaluate the delta between the planned capabilities of a product and their actual manifestation in 
reality. It must also be taken into account whether the capability under consideration is a composite capability 
and what its hierarchical relationship is to others. The business case based adjustments can be supported by 
both the functionality-based and the performance-based usage data. For example, to price the operation of 
leased machines and systems in the high performance range with higher usage costs or to derive new offers 
from new functions. 

Even if the focus is on these phases for the concept development, the other phases must also be addressed 
for a holistic assessment of the planned research. Accordingly, the data preparation and modeling phases 
must also address what data needs to be prepared and how, and what modeling techniques can help achieve 
the business objectives. In the evaluation phase, it is reviewed whether the results achieved meet the defined 
requirements or whether further iterations are needed. 
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5. Conclusion and Outlook 

The use of CPS and smart products has also increased in industrial environments and the trend points towards 
increased development of products with intelligent services. Enriching product development with data from 
the field can be a facilitator in the development of successful products. Even though it is frequently described 
in the scientific literature that data from the field is fed back into development in a closed feedback loop, it 
is not often used in industrial applications so far. One of the reasons is that there are still hardly any solutions 
on the market that solve this problem. At this point, further research needs have been identified. In addition 
to technical applications, further conceptual work is also needed to systematically address such use cases in 
the future. In this paper, a new possible approach is presented. It is based on the technical concept of the 
AAS and the CRISP-DM procedure. 

To verify this research approach, further conceptual elaboration is needed. In particular, a methodical 
approach is needed to make design decisions on the basis of parameters. It is also necessary to discuss the 
extent to which standardized submodels can be used for data-supported product development in order to 
proceed as standardized as possible. Also necessary is the application in industrial practice to put the 
approach to the test. In doing so, it is important to capture and sufficiently consider the needs and 
requirements of representatives from practice, so that a further step is taken for actual solutions to find their 
way into industrial practice, to enable closed feedback loops and to return product data from the life cycle 
to the early phases of product development. In this respect, further potential in product lifecycle management 
is also anticipated, as further valuable insights can be gained and provided for this through the 
interoperability of the AAS. 
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