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Susceptibility of personal computer systems to electromagnetic
pulses with double exponential character
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Abstract. In this paper the _susceptibility of pe_rsonal COM- Tape 1. Pulse Data.
puter systems to fast transient electromagnetic pulses with
double exponential pulse shapes (EMP, UWB) is determined.

” ) X Pulse Rise time. Pulse lengthsyhm
The influence of the computer generation, RAM-values, dif-
ferent program states and the pulse shape, as well as the de- UWB 100ps 2.5ns
struction thresholds of single PC-components (CPU, RAM,  EMP (fast) 1.5ns 80ns
BIOS, Mainboard) have been investigated.
EMP (med.) 5ns 300ns

UWB —slow EMP 500 ps — 10ns 2.5ns-1600 ns

1 Introduction

Risks as a result of upset effects of personal computer sys- _
tems are ranging from harmless breakdown effects of house- | E(¥) | : : ; , , :
hold computers to perilous failure effects. Taken the aspect 100 7 s |§(I) = B, (e™™ — e [
of electromagnetic terrorism into account, pulses with fast [

rise times and pulse lengths (EMP, UWB) are posing a dan- {’ oy
gerous threat, because new developed pulse generating d¢
vices can be built in a very small volume due to the low en- 50 ‘]i‘ o e el ““t\:"r’m\\

ergy content of the pulse.

In this paper the susceptibility of different personal com-
puter systems to fast transient electromagnetic pulses with 10 1
double exponential pulse shapes (Fig. 1) have been deter & —>
mined. It is shown that the susceptibility strongly depends
on the computer generation and the pulse shape, but is less
influenced by different program states or RAM-values. In Fig. 1. Double Exponential Pulse Shape.
addition the destruction thresholds of single PC-components
have been investigated 3 Definitions

- trvwnm ~ time/ s

3.1 Failure Rates
2 General Measurement Setup "
a%o describe the different failure effects two quantities have
A . L een defined (Fig. 2). The Breakdown Failure Rate (BFR)
shown in Fig. 1 with the pulse parameters rise timg ¢nd has been defined as the number of breakdowns of a system,

full width half max value fwhm) as a describing value for . . )
the pulse length. Five different pulse generating devices aréj'v'ded by the number of pulses applied to it. A breakdown

available. Table 1 shows the rise timg) @nd the full width :2‘;2:‘(2;? per;{;‘;ﬂl_dg‘rmf‘)sveer'fe‘i‘;rt')etgg ;h:t;{fitsemc;in“;e;ci
half max value §wnm) of the different pulses. The measure- ' P y going

X . . . into function.
ments were carried out with two different TEM waveguides. . . .
W ! utwith two di wavegul The Destruction Failure Rate (DFR) of the device under

Correspondence tdvl. Camp test has been defined as the number of destructions divided
(camp@ieee.org) by the number of pulses applied to the system. Destruction is

The applied pulse shape is in general double exponential
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Table 2. Tested Personal Computer Systems.

Processor (Intel)  Clock rate (MHz)  Minimum structure sizen)  Number of transistors (CPU)

8088 5 >1.5 28000
80286 10 15 130000
80386DX20 20 15 275000
80486SX25 25 1.0 1.2e6
80486DX33 33 1.0 1.2e6
P80486DX266 66 0.6 1.2e6
Pl 75 0.6 3.3e6
Pl 100 0.6 3.3e6
P I MMX 200 0.35 4.5e6
Pl 266 0.28 7.5e6
P 1 450 0.25 9.5e6
P 1l 500 0.18 28.1e6

4 Personal Computer Test Setup

Breakdown Destruction
Different personal computer systems have been choosen for
Dagylime the measurements. Table 2 shows the different systems start-
m J_I_Im R ing from an 8088 processor based system up to Pentium I
system with a clock rate of 500 MHz.During the investigation
/P the tested personal computers were operated without any ex-
T\ Self-, External-, ternal shielding or wiring in a minimum configuration which

Pul ) :
Ul Power-Reset s consists of mainboard, processor, random access memory

Breakdown Failure Destruction Failure and accum'ulattor power supply (see, Fig. 4).
Rato it For monitoring the function of the systems, an ISA-bus

monitor card has been developed which allows to monitor
data lines, address lines and internal system states separately
via different colored LEDs. The minimal configurations
were placed in the waveguides in such a way, that coupling
into the monitor card is minimal (see, Fig. 7). Figure 5 shows
Fig. 2. Failure Rates. for example two of the tested systems with the ISA-bus mon-
itor card implemented.

defined as a physical damage of the system so that the systemA Simple DOS version has been chosen as the operating

BFR = Na. of Breakdowns i Ne. of Destructions

No.af Fulses " Ne. af Pilses

will not recover without a hardware repair. system, to avoid breakdowns as a result of a higher level
operation system. The operation system, as well as the test
3.2 Principle Behavior of the BFR and DFR programs were loaded directly before the test from a floppy

disk drive, so that no hard disk drive was necessary. To ob-
The BFR and DFR behaves in principle as shown in Fig. 3.serve the influence of different program states concerning
As important parameters for the description of the susceptithe susceptibility of personal computers, a test program with
bility of a system four quantities have been defined [2]. Theseparate subroutines has been implemented in the investi-
Breakdown Threshold (BT) specifies the value of the electri-gated pc systems. Different hardware elements (Direct Mem-
cal field strength, at which the BFR reaches 5% of the max-ory Access controller (DMA) and Programmable Interval
imum value. The Breakdown Bandwidth (BB) has been de-Timer Module (PIT)) on the mainboards were activated. The
fined as the span of the electrical field strength, in which theDMA-main-routine as well as the PIT-main-routine is sep-
BFR changes from 5% to 95% of the maximum. arated into three subroutines with different functions inside
Equivalent definitions can be done for the destruction fail-the DMA-controller resp. the PIT-module. During each sub-
ure rate DFR (see, Fig. 3). routine, the pulses have been applied to the systems. After
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Fig. 3. BFR, DFR — principle behavior and definitions.
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Fig. 4. Personal computer system and minimum configuration for the susceptibility tests.

each subroutine a CPU test has been performed to make supginciple as shown in Fig. 3. Below a certain field strength no
that the complete system was working properly. Figure 6failure of the systems has been observed (BBR Above a
shows the flow chart of the personal computer test program.certain field strength each single pulse applied to the systems

Figure 7 shows the general test setup used in this investiis leading to an upset of the system (BER. Between these
gation. The EUT is placed in the waveguide so that couplingvalues the Breakdown Failure Rate is strictly monotonic in-
into the ISA-bus monitor card is minimal. The accumula- creasing.

tor power supply unitis located behind the EUT. The Floppy  Figures 9 and 10 show the Breakdown Thresholds BT and
disk drive as well as the recharger for the power supply unitthe Breakdown Bandwidths BB (see, Fig. 3) of the tested
have been removed before the test have been started. personal computer systems. The Breakdown Thresholds are
decreasing very much with the progress of the computer
generation. Responsible for this behavior are three differ-
ent factors. The clock rate as well as the number of ele-
ments (transistors, ...) is increasing with the progress of the
computer generation. Furthermore the minimum structure
size is decreasing very much.

Figure 8 shows the Breakdown Failure Rates (BFR) of the The Breakdown Bandwidth shows a trend similar to the
tested personal computer systems separated into AT (a) arBreakdown Thresholds. With Progress of the computer gen-
ATX (b) systems. The Breakdown Failure Rates behaves ireration the Breakdown Bandwidth values are also decreasing

5 Measurement Results

5.1 Increase of the Susceptibility with Progress of the
Computer Generation
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Fig. 5. Personal computers in minimal configuration with ISA monitor card.

very much. Between AT- and ATX-systems is a factor, which
decreases the Breakdown Bandwidth values at AT-systems in
comparison with ATX-systems.

CPTT- Test

5.2 Influence of different Program States

Addrecs Tegiter

¥ Figure 11 shows the Breakdown Thresholds BT of three per-

l Coamder regiter T sonal computer systems for an UWB testpulse with a rise
: itial i tick _m time of,=100 ps and a pulse length gfnm=2.5ns.

¥

Different personal computer systems showed a very low

Side register influence on the Breakdown Thresholds BT of the test pro-
itialimtio CPT-Test gram status, in comparison with the absolute values of the
DMA-EKoutine breakdown thresholds.
Neither in the main routines nor in the sub routines a sig-

ERRAEaEs # nificant change of the breakdown thresholds BT has been ob-
! %3\ Timer-0 ST served. The breakdown thresholds vary from about 1.5 kV/m
i irdinlistion __11 up to 3kV/m electrical field strength. Similar results have
! ¥ been observed if pulses with other rise times and pulse
i I ied.
: 'QR m—Ey engths were applied
' vk alimtion CPTT- Test
: ¥ 5.3 Influence of different RAM Values
i i CETT- Test
: LRl " Te
: mi“h“’;i _: Several personal computer systems were equipped with five
: -Rou

different RAM values to determine the influence on the fail-
ure effects. Figure 12 shows the Breakdown Thresholds BT
Fig. 6. Personal computer test program. of two personal computer systems for an UWB testpulse with
a rise time oft,=100 ps and a pulse length gfrm=2.5ns.
The influence on BT and BB is negligible.
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Fig. 7. General Test Setup.
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Fig. 8. Breakdown Failure Rates of the tested personal computer systems separated into AT and ATX systems (pulse parafGo@s,
fwhm=2.5ns.

5.4 Destruction Thresholds of PC-Components are much more susceptable than the CPU, BIOS or RAM
devices, although the CPU has the largest scale integration.

To determine the destruction thresholds of single pc compoThere is a factor of about 20 between the Destruction Thresh-

nents like CPU or RAM devices, different personal computerolds of mainboards on the one side and CPU, BIOS and RAM

systems were exposed to high amplitude pulses. Upon dedevices on the other side.

structions have occured each component have been changed

and tested with an identical control system whether the de-

vice is working properly or not. Figure 13 shows the Destruc-6 Conclusion

tion Thresholds DT of Mainboard, CPU, BIOS and RAM

devices of two personal computer systems for an EMP testThe investigation of the susceptibility of different personal

pulse with a rise time of,=7.5ns and a pulse length of computer systems to EMP and UWB pulses has shown, that

twhm=180ns. The mainboards tested in this investigationthe susceptibility is increasing very much with progress of
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Fig. 9. Breakdown Thresholds BT of the tested personal computer systems (pulse parametd8:ps fyhm=2.5 ns).
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Fig. 10. Breakdown Bandwidth BB of the tested personal computer systems (pulse paramei2@f ps tynm=2.5 ns).
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Fig. 11. Breakdown Thresholds of three different personal computer systems in six different program states (pulse paragfenss,
twhm=2.5ns).
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Fig. 12. Breakdown Thresholds of two different personal computer systems with five differnet RAM values (pulse paramel€@ps,

tiwhm=2.5ns).
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Fig. 13. Destruction Thresholds of different PC components.

the computer generation. In contrast, program and operatioReferences
states, as well as the implemented RAM values, are of minor

character concerning the failure behavior.

Regarding the destruction effects, the tested mainboard
are much more susceptible than the CPU, RAM or BIOS
devices, although the CPU has the largest scale integration.

AcknowledgementsThis investigation is part of the study “Suscep-
tibility of Electronics to EMP and UWB, Phase II”, commissioned
by the Armed Forces Scientific Institute for Protection Technologies
— ABC-Protection (Munster, Germany).

Camp, M., Garbe, H., and Nitsch, D.: UWB and EMP Susceptibil-

ity of Modern Electronics, IEEE EMC, Montreal, August 13-17,

2001, ISBN: 0-7803-6569-0, 1015-1020, 2001.

Lee, K. S. H.: EMP Interaction: Principles, Techniques and Refer-
ence Data, Hemisphere Publishing Corporation, 1986.

S



